
Module 5: National Detection Strategy 
and Strategic Goals 

Workshop 2: NSDA Strategy and Design
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Module Objective 

Participants will become familiar with:
• The basic components of a detection strategy:

– Scope
– Goals
– Competent Authorities and Stakeholders
– Coordination
– Information Sharing 

• Goal-oriented development process
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What is a Strategy? 

• A strategy is essentially a plan of action on how to 
achieve a goal or mission.

• A strategy helps organize and devote resources to 
achieving the desired end-state.

• National detection strategies will vary by country, 
as they are dependent upon risk assessments, 
national regulations, and available resources.
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A nuclear security detection strategy should be integrated in 
the broader nuclear security strategy (also includes 

prevention and response), and then into the overall national 
security strategy.

Presenter
Presentation Notes
National strategy drives the NSDA planning processGoal developmentFunctional outcome developmentNational strategy may also feed into a larger regional strategy with partner nationsContinuous process



Basic Components of a Strategy

• The Nuclear Security Detection Strategy should include several 
basic components: 
• Scope: Describes the functions covered by the detection 

architecture
• Goals: The foundation of any strategy
• Competent Authorities & Other Stakeholders: Identify roles 

and responsibilities (includes private and public sectors)
• Coordination: Minimizes duplication of efforts and provides 

clarity on roles and responsibilities 
• Information Sharing: Essential for effective implementation 
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An architecture strategy does not have to be complex to be effective!



Prevention Detection Response

The scope can be informed by the risk assessment, country 
characterization, and critical pathway/target analysis

The national detection strategy should determine 
the scope and priority assigned to the NSDA. 

Component 1: Scope 

• Articulate objectives for the detection system and measures
• Provide the basis for assignment of functions, including coordination 

between stakeholders
• Expand or limit the scope of the detection architecture depending on:

– Division of capabilities and responsibilities among competent 
authorities

– National legal and regulatory requirements
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Presenter
Presentation Notes
Scope: describes the functions covered by the detection architecture (policy decision)*Risk informed



Goals can be organized around 
the NSDA security functions 

from Module 2 

NSDA Functions
 Threat Awareness
 Decision to detect
 Obtaining information alert or 

instrument alarm
 Alarm/alert assessment
 Alarm/alert adjudication
 Notification and activation of 

Nuclear Security Response 
Plan

Component 2: Goals

• Goal development can be 
influenced by:
– Risk assessments 
– Understanding the 

operating environment

• Goals may inform:
– Prioritization of the 

architecture relative to 
other nuclear security 
activities

– Level of emphasis on 
specific threats or pathways

– Prioritization of 
investments in technology 
and human capacities
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Component 2: Goals (Example)

Example Goal 1: Protect the safety and security 
of citizens by detecting nuclear and other 
radioactive material before it can be used for 
malicious purposes. 
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Why might this be a useful goal?

Indicates the fundamental purpose of the architecture, including 
who it is intended to protect (citizens) and what it is intended to 
protect them against (material out of regulatory control). 



Component 2: Goals (Example)

Example Goal 2: Maintain country’s reputation 
as a secure trading partner by detecting and 
preventing illicit shipments of nuclear and other 
radioactive material out of regulatory control. 
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Why might this be a useful goal?

Identifies a specific high priority resource or asset (trade) that 
needs to be protected, and suggests pathways that need to be 
secured (air, sea, and land shipping routes). 



Component 2: Goals (Example)

Example Goal 3: Promote operational effectiveness 
through information sharing between stakeholders 
and access to on-call technical support for 
identification of suspicious materials. 
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Why might this be a useful goal?

Highlights and prioritizes the importance of coordination and 
information sharing across the whole of government, as well as 
access to technical support resources.



Component 3: Competent Authorities & 
Other Stakeholders

• Engagement with all relevant stakeholders throughout the 
planning process promotes enhanced integration of 
capabilities by:
– Improving mutual understanding of the risk and their 

organizations role in addressing the risk
– Minimizing potential conflicts and avoiding redundant 

stakeholder roles
– Improving communication among stakeholders regarding 

priorities, resources, and needs
• The strategy should specify the roles and responsibilities of 

competent authorities and other stakeholders that are 
impacted by or expected to contribute to detection 
activities.
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Stakeholders may not have official or legal 
authority for nuclear security

Presenter
Presentation Notes
Example stakeholders:Private companiesAcademic/research institutionsHealth institutions (e.g., hospitals)Members of the publicExample of Centralia’s stakeholder/role breakdown:Stakeholder – Centralia Ports and Rail Company (a commercial shipping company)Detection Role - Awareness of nuclear security threats and responsibilities for reporting information suggesting nuclear and/or radioactive material outside of state control; and/or coordination with Customs on screening of maritime and rail freight. 



Component 3: Competent Authorities & 
Stakeholders

Note: The pathways view can be used to identify 
competent authorities and other stakeholders within a 
State’s institutional hierarchy
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EXAMPLES OF COMPETENT AUTHORITIES & OTHER STAKEHOLDERS

ShippersPort Authority

Presenter
Presentation Notes
Example of challenges and solutions:Challenge: Be aware of what “power” each competent authority holds.Solution: Identify the separate mission spaces – be aware of mission overlap and beware of scope creep.Challenge: ResourcesSolution: List available resources to help identify any gaps and/or overlap among authorities.



It is crucial to develop a mechanism for the effective coordination 
and integration of responsibilities among the stakeholders (at the 

national, subnational, and local levels) 

Component 4: Coordination

• Coordinating/executive committee 
comprising representatives from each 
competent authority 

• Chain of command – communication 
pathways and tiers of responsibility 
including
– Drafting the architecture strategy
– Creating an implementation plan
– Reporting status to high-level decision 

makers
– Guiding/directing implementation
– Managing and responding to assistance 

requests from implementers
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An effective strategy must have a policy for sharing sensitive 
information that is relevant to the detection of MORC

Component 5: Information Sharing

• Not an easy task!
• Information collected from one authority may directly affect the 

operations of another authority
• Certain types of information may be damaging if known by an 

adversary:
– Risk assessments
– Defensive vulnerabilities
– Operating specifications of detection instruments 

• Are authorities capable of sharing their own (organizationally 
developed) risk assessments with other authorities? What about 
with the stakeholders? 

• Communication/dissemination plan
– Protect according to national information security policies
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Goal Oriented Development

• Prioritize and focus resources for the nuclear 
security detection architecture
– States have limited resources for nuclear security
– Different pathways present different challenges for 

detection
– Ensure coherence between risk assessment and 

design
• States should conduct periodic as well as ad-hoc 

reviews of the NSDA
– An effective NSDA is responsive to shifting national 

needs and priorities as well to external factors such as 
the emergence or disappearance of specific nuclear 
security threats and risks
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Presenter
Presentation Notes
Implementing and sustaining security measures comes with significant costs (i.e., money, labor, opportunity)Investment in security measures should be developed in support of established goals that are established by relevant State policies and strategiesPerformance indicators should be established early in the planning process in order to assess the contribution of each capability or resource to fulfilling a stated goalInvestment in security measures should be developed in support of established goals that are established by relevant State policies, strategies, and risk assessment.Understand/Define how measures link to the established risk assessment, strategic goals, and functional outcome.



Summary 

• Detection strategies will vary by country 
depending on risk assessments, national 
regulations, political considerations, and 
available resources. 

• The detection strategy is the starting point to 
determining what activities and capabilities 
are needed to achieve desired end state. 
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Module 5 Exercise

Develop Centralia’s Strategic Goals
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Breakout groups will review the 
one strategic goal provided for 
their scenario and develop two
additional strategic goals that 
are risk-informed. 

Document the strategic goals on 
both your poster and in the 
Excel Spreadsheet (provided). 

Time: 30 minutes

ScoreStrategic Goal Functional Outcome Capabilities



QUESTIONS?
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