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Module Objectives

Participants will become familiar with: 
• Analyzing results of the capability assessment

– Types of gaps and implications
– Identifying strengths and weaknesses

• Identifying next steps and focus areas (the 
action plan)
– Prioritization criteria
– Features of an effective action plan

3



Purpose of Identifying Next Steps and 
Focus Areas

• A capabilities assessment is only useful if it 
leads to action that addresses identified gaps

• Resources (e.g. money, people, time) are 
limited, requiring prioritization

• Strategy and Design is an iterative process; it is 
unlikely that the first draft will be perfect
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This module will outline best practices for translating 
the results of the Strategy and Design process into 
actionable next steps for NSDA implementers.



Analyzing Results of the 
Capabilities Assessment

• The capabilities assessment documented 
differences between existing capabilities and the 
capabilities needed to achieve functional 
outcomes 

• The raw data from the assessment may initially 
appear overwhelming, particularly if the Design 
Plan incorporates numerous functional outcomes 
and needed capabilities

• Careful analysis of the assessment may reveal 
patterns or trends in the type or distribution of 
capability gaps, which can help inform the 
identification of solutions and prioritization
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Systemic Gaps
• A systemic gap potentially exists when multiple or consistent gaps 

exist across a specific category of capability need
• Identification of systemic gaps can help inform solutions that 

leverage shared resources to address multiple gaps at once
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Example Systemic Gap Example Solutions

Consistent gaps or shortcomings in legal and regulatory 
frameworks 
(Systemic Administrative Arrangement Gap)

• National legal and regulatory overhaul 
incorporating participation of all relevant 
competent authorities and stakeholders

Widespread maintenance and sustainability issues 
affecting detection instrument capabilities 
(Systemic Asset Gap)

• Establishment of national maintenance center 
serving all organizations with detection 
instrument capabilities

General lack of trained personnel supporting detection 
capabilities 
(Systemic Human Resource Gap)

• Recruiting drives to fill positions across 
multiple organizations

• Establishment of training programs or facilities 
serving multiple implementers

Inconsistent availability of technical support affecting 
capabilities across multiple organizations 
(Systemic Information Support Gap)

• Establishment of centralized technical support 
capability

• Use of information and analysis center to 
facilitate reliable communication



Gaps tied to Functional Outcomes

• Gaps may also be clustered around or tied to a specific 
functional outcome

• This might suggest that the functional outcome is 
unrealistic or infeasible given the state of existing 
capabilities. Possible solutions include:
– Revise the functional outcome to be more compatible with 

existing capabilities
– Maintain the functional outcome, but set a long term 

timeline for addressing the gaps, consistent with resource 
expectations

• If the functional outcome is determined to be vital, 
then the associated gaps and solutions will need to be 
prioritized
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In reality, competent authorities will already know something about their 
existing capabilities before going into the design process. The design will likely 

reflect both top-down and bottom-up thinking.

Top-Down vs. Bottom-Up NSDA Design  
• Why not draft architecture goals and functional outcomes 

to be consistent with existing capabilities, from the start? 
• In other words, a “bottom-up” design process?
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Top-Down NSDA Design
(Start with Goals and Functional Outcomes, then assess 

suitability of existing capabilities)

Advantages:
• Planners can focus on risk reduction as they specify 

functional outcomes, without being constrained by 
existing capabilities

• Encourages development of the architecture a State 
needs, versus settling on the architecture it already has

• The revision and iteration process encourages 
conversation about the distribution and best uses of 
existing capabilities 

Disadvantages:
• Existing capabilities may prove to be a mismatch with 

functional outcomes, requiring revision

Bottom-Up NSDA Design
(Use existing capabilities to specify appropriate Goals and 

Functional Outcomes)

Advantages:
• Planners can specify realistic, readily achievable 

functional outcomes from the beginning
• There is potentially less need for time-consuming 

iteration and revision

Disadvantages:
• Narrower focus on what is immediately possible may 

constrain creativity and long term thinking
• Potential tendency to accept a current architecture, 

rather than “stretch” toward an improved architecture 
that better reduces risk

Presenter
Presentation Notes
Example of anchoring bias = leading questions: “Don’t you think the MAF is our number one adversary?



Aggregating Assessment Data into 
Strengths and Weaknesses

• It can be helpful to aggregate the assessment data into 
a summary of strengths and weaknesses in the NSDA, 
mapped to specific goals and/or functional outcomes

• “Strengths” should highlight capabilities that exist and 
that are reasonably well developed, and that may be:
– Already used in support of detection goals and functional 

outcomes
– Not yet used, but can be easily adapted to do so

• “Weaknesses” should highlight capabilities that do not 
exist or require extensive development (gaps)

• The summary can help with communicating the 
assessment to decision makers and competent 
authorities
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Example Strengths and Weaknesses
NSDA Goal: 
• Protect targets high population densities from malicious acts involving radioactive 

sources.
Functional Outcomes:
• Establish mobile nuclear security expert teams to be deployed at potential targets 

and/or in response to information alerts
Strengths:
• Police authorities posses legal authority to screen, search, secure, detain, and 

arrest individuals unlawfully possessing radioactive material
• Police authorities have operational plans supporting random screening and 

targeted searches based on information alerts
Weaknesses:
• Limited resources supporting adjudication of  police alarms/alerts
• Detection instrument maintenance and sustainability issues
• Lack of communication and coordination between police and other competent 

authorities including border guard, coast guard, and customs
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Identifying Next Steps

• Once strengths and weaknesses are identified, 
next steps should be identified for 
implementation of the architecture

• These next steps will go into the “action plan” for 
implementation

• This plan should include:
– A prioritized set of actions that will be implemented 

to achieve functional outcomes, including addressing 
gaps

– A timeline for achieving each prioritized action
– Identification of specific competent authorities 

responsible for carrying out each prioritized action

11



Prioritization

• Architecture implementation resources are often limited; 
planners will likely need to decide in what order gaps 
receive resources and attention (prioritization)

• Criteria for prioritization might include:
– Risk: To what degree does a gap increase the risk of an 

adversary carrying out a malicious act involving nuclear other 
radioactive material out of regulatory control?

– Prevalence: Is the gap widespread or systemic, appearing across 
multiple functional outcomes or among multiple competent 
authorities?

– Impact: To what degree does a gap have a broader impact on 
security, beyond a specific functional outcome?

– Perception: To what degree does a gap contribute to public or 
other perceptions of increased risk?
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Prioritization Criteria: Risk
The fundamental purpose of the NSDA is to reduce risk from malicious acts 
involving nuclear and other radioactive material out of regulatory control. 
How might a gap, if left unaddressed, contribute to increased risk?
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A gap might increase the likelihood of 
adversary success by:
• Increasing the likelihood that the adversary 

will be successful in acquiring material, 
building a device, and/or delivering the 
device to a target

• Ex: Lack of reporting mechanisms for loss of 
regulatory control

• Creating vulnerabilities that reduce the 
likelihood that the adversary will be 
detected and interdicted

• Ex: Detection instruments frequently offline 
due to maintenance issues



Prioritization Criteria: Risk
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Some gaps might even increase the 
severity of potential consequences by:
• Delaying notification of competent 

authorities when a potential nuclear 
security event is detected

• Ex: Lack of a 24/7 communication 
mechanism linking relevant competent 
authorities

• Undermining coordination and information 
sharing during a nuclear security event

• Ex: Lack of a formally recognized NSDA 
coordinating mechanism

The fundamental purpose of the NSDA is to reduce risk from malicious acts 
involving nuclear and other radioactive material out of regulatory control. 
How might a gap, if left unaddressed, contribute to increased risk?



Prioritization Criteria: Risk

• Gap prioritization based 
on risk criteria may 
require formal analysis, 
determining to what 
degree specific gaps 
contribute to 
heightened risk

• Subject matter experts 
may also be consulted 
for their perspectives 
on prioritization 
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Prioritization Criteria: Impact
• Some gaps may have broader security implications beyond 

detection of nuclear and other radioactive material out of 
regulatory control

• If gaps have impact beyond the NSDA, it may be possible to 
combine effort and resources with other competent authorities and 
stakeholders to address the gap

• Some high impact gaps may even be outside the scope of what the 
NSDA design can correct

• Examples:
– Corrupt or poorly trained officers impact other efforts like countering 

illicit trafficking of drugs, arms, and people
– Lack of infrastructure (e.g. electricity) is not only a problem for 

radiation detection systems, but could negatively impact the 
deployment of other security technologies

– Lack of legal authorities/mandates to conduct screening for 
radioactive materials could extend to other types of interdiction 
efforts
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Prioritization Criteria: Perception
• Outside stakeholders may observe the implementation of detection 

systems and measures, with positive or negative perceptions of what is (or 
is not) taking place
– General public
– Media
– Non government organizations
– Foreign partners

• Some of these stakeholders may even have an impact on implementation 
of the NSDA through their influence on policy or resource allocation

• Gap prioritization may take into account:
– The degree to which specific gaps contribute to stakeholder perceptions of 

heightened risk or insecurity
– The degree to which specific gaps contribute to stakeholder perceptions of 

government action or inaction

17

Perceptions may not always reflect reality, and may not always be the best 
criteria for prioritizing gaps. Sometimes, it is more appropriate to manage 

perceptions through public relations and other mechanisms.



Final Prioritization

• Prioritization may involve multiple criteria and 
reflect national and international policies as well 
as political considerations

• Because of the various competent authorities and 
other stakeholders involved in the NSDA, it may 
be difficult to achieve consensus on prioritization 

• It is important to understand the priorities and 
constraints of all stakeholders, identify 
commonalities and origins of differences, and 
transparently define the responsibility and 
authority for the final prioritization 
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NSDA Goal: 
Protect targets high population densities from 
malicious acts involving radioactive sources.

Functional Outcomes:
• Establish mobile nuclear security expert teams 

to be deployed at potential targets and/or in 
response to information alerts

Strengths:
 Police authorities posses legal authority to 

screen, search, secure, detain, and arrest 
individuals unlawfully possessing radioactive 
material

 Police authorities have operational plans 
supporting random screening and targeted 
searches based on information alerts

Weaknesses:
 Limited resources supporting adjudication of law 

enforcement alarms/alerts
 Detection instrument maintenance and 

sustainability issues
 Lack of communication and coordination 

between police and other competent authorities 
including border guard, coast guard, and 
customs

2020 Action Plan

First Quarter
 Police and Regulator will conduct 

inventory of detection instruments and 
assess maintenance status and 
replacement needs

 Draft MOU between police and border 
guard, coast guard, and customs for 
information sharing and coordination 

Second Quarter
 Identify Points of Contact and establish 

communication lines between police, 
border guard, coast guard, and customs

 Police will implement repair/replacement 
plan for existing detection instruments

Third Quarter
 Police will acquire additional Radioisotope 

Identification Devices to equip CBRN 
teams for alarm/alert adjudication

Fourth Quarter
 Police and other competent authorities 

will conduct exercise to evaluate detection 
capabilities and adjudication procedures

Each action specifies 
responsible competent 

authorities

There is a clear timeline 
for completion of each 

action

There is a clear 
prioritization of actions

(order of implementation)



QUESTIONS?
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