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Beta Executive Summary 

Southland, one of Centralia’s neighbors to the south and west, has experienced a devastating series of events. 
Recent elections in Southland ended with disputed results. The failure to decide on a unity government has 
resulted in a general breakdown of governance, leaving key ministries without leadership and unable to fulfill 
their responsibilities. Shortly after the elections, a Category 5 hurricane struck Southland’s northern coast, 
destroying communities and decimating infrastructure and transportation networks. Government agencies 
responsible for disaster response have been slow to mobilize while citizens have suffered without adequate 
access to shelter, clean water, food, and medical care. Only a day after the hurricane, a Magnitude 7 earthquake shook the eastern regions of 
Southland, crippling Middle City, causing widespread building collapses and disruption of critical infrastructure. Due to these three crises, 
refugees have started pouring across the borders and into Centralia, flooding the refugee camps, and straining local and national response. 
Experts are predicting that this crisis will be long in its resolution and have urged extended planning to handle consequences.  

 
The influx of people from Southland is overwhelming border control at land POEs nearest the events. Due to the high refugee volume on foot, 
law enforcement personnel are now only regularly screening vehicles for radioactive material and unless security notes “visible indicators of 
suspicious activity”, foot traffic is not being screened at all. Apart from a handful of border guards with personal radiation detectors, there are 
no detection assets currently deployed at the refugee corridors. At least four radioactive sources have been detected and interdicted at the POEs, 
including three medical sources and an industrial source. For the most part, it appears the sources were inadvertently trafficked by individuals 
who thought they might be valuable. There has been a sharp increase in petty crime in the areas surrounding the refugee camps, and as the 
influx of people continues, the effect is spreading into Centralia’s interior.  
 
Radioactive materials were widely used in Southland. The licensing and use of these materials was usually regulated by the Southland Ministry 
of Environment, but due to the election crisis, the ministry currently lacks leadership and Centralia’s External Intelligence Directorate has 
concluded that little control is being maintained over Southland’s radioactive materials, even less in regions devastated by the recent disasters. 
If acquired by an adversary and used in a radiological dispersal device (RDD) or radiological exposure device (RED), some of these materials 
could present serious health consequences, in addition to economic and societal damage.  
 
It has been reported that the MAF, a highly motivated regional terrorist group in opposition to Centralia’s government, has begun infiltrating 
the refugee wave, seeking converts as well as attempting to leverage the crisis to attain RDD materials. Targets like urban commercial centers, 
tourist locations, public events, refugee camps, and any other locations with a high human density are particularly vulnerable to attacks by such 
devices.  
 

C



Beta Scenario 

FOR EXERCISE USE ONLY 
- 2 -  

 



Beta Scenario 

FOR EXERCISE USE ONLY 
- 3 -  

Adversary Assessment 

Adversary Description Adversary Motivation and Capability Assessment 
(Low, Medium, High) 

Militant Armed Front (MAF) 
The MAF is a regional terrorist group opposed to the policies of Centralia and its 
international partners, and seeks to cause harm and destabilization through attacks 
on high value targets. The group holds an estimated 200 million Euros in financial 
assets, earned in large part through illicit trafficking of drugs, arms, and counterfeit 
items. The MAF’s membership is estimated at 500 individuals, 60 of which are 
believed to be active in Centralia; membership includes individuals with specialized 
training in military tactics, as well as technical specialists holding advanced science 
and engineering degrees.  

High Motivation,  
High Capability 
The MAF is judged to be highly motivated and highly 
capable of carrying out attacks involving nuclear or 
other radioactive material and is likely to emphasize 
attacks that cause significant casualties, disrupt political 
processes, and/or attract media attention.  

 Radicalized Individuals 
“Lone wolf” domestic actors may become radicalized to pursue violent action for a 
variety of ideological, personal, or psychological reasons. They may have 
grievances with the government, employers, or fellow citizens. Some of these 
Individuals may have insider access to nuclear or other radioactive material used in 
industry, research, or medical applications.  

High Motivation, 
Low-to-Medium Capability 
Radicalized individuals are judged to have high 
motivation to carry out attacks with nuclear or other 
radioactive material. Individuals with insider access and 
relevant technical knowledge are judged to have low to 
medium capability to carry out such an attack, likely 
using relatively simple dispersion or exposure devices. 

Refugee Populations 
During times of crisis, many individuals will try to secure goods to sell or barter for 
money, food, shelter, or passage. Nuclear or radioactive material, made vulnerable 
due to regional instability, will often be recognized as valuable, less often as highly 
dangerous, and can migrate along with the flow of refugees. These items are likely 
to only be discovered if the loss is known, an accident occurs, or a sale to an insider 
who reports it. 

Medium Motivation, 
Low Capability 
The disaster has created large societal pressures on the 
refugees to secure goods which can afford them 
security. They may intentionally or unintentionally 
secure MORC in order to sell later, and this could be to 
anyone from scrap metal dealers to the MAF looking to 
take advantage of Southland’s chaos.  
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Material Assessment 

Material Description and Availability Material Vulnerability Assessment 
(High, Medium, Low) 

Nuclear Material in Centralia 
Centralia recently began operation of its first nuclear power plant, a light water 
reactor fueled by low enriched uranium fuel. Some neighboring countries also 
operate nuclear power plants and research reactors, but Southland does not. This 
means that though nuclear materials (LEU, yellowcake, spend fuel) are used, stored, 
and transported throughout the region, Southland is not likely to have any within its 
borders. Additionally, special nuclear materials (highly enriched uranium and 
separated plutonium) are not produced, used, or stored by Centralia or its regional 
neighbors.  

Low Vulnerability 
Nuclear materials in Centralia and the region are 
subject to strong regulatory controls and are generally 
under strong security measures; they are judged to be 
minimally vulnerable to exploitation by all but the most 
sophisticated adversaries. 

Category I Radioactive Material in Centralia 
IAEA Category I radioactive sources present a serious health and safety risk if 
improperly stored or handled, or used by an adversary in a radiation dispersal or 
exposure device. Dozens of such sources are in use in Centralia and neighboring 
countries, primarily for medical treatment purposes and certain industrial 
applications (common materials include Co-60, Ir-192, and Cs-137). Radioactive 
materials coming in and out of the region are transported at sea by licensed 
commercial ships, and on land by licensed trucking companies. 

Low Vulnerability 
Centralia’s Category I radioactive materials are subject 
to strong regulatory controls. Execution of these 
controls has not been significantly impacted by the 
Southland Crisis. 

Category I Radioactive Material in Southland 
Due to the Southland Crisis, secure transports have been disrupted throughout the 
country. Storage locations have been affected by the severe disasters. The ability to 
locate and confirm status of Cat 1 materials in Southland has been sporadic and 
cursory. 

High Vulnerability 
Implementation of regulatory controls by licensees in 
Southland with respect to Category I radioactive 
materials have been severely disrupted, creating 
vulnerabilities that can be exploited by adversaries.  
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Other Radioactive Materials in Centralia 
There are more than 50 licensed radioactive sources in Centralia that fall below the 
IAEA Category I threshold, but can still present certain health and safety risks if 
improperly stored or handled, or used by an adversary in a radiation dispersal or 
exposure device. Users of these sources include the medical, industrial, agricultural, 
and university research sectors. 

Medium Vulnerability 
While these materials are subject to licensing and 
regulatory controls, regional governments exercise 
much less oversight over their day-to-day use and 
security, especially in comparison to nuclear material 
and Category I material. While perhaps less attractive 
to a knowledgeable adversary, these materials are 
nonetheless highly vulnerable to exploitation. 

Other Radioactive Materials in Southland 
There are dozens of licensed radioactive sources in Southland that fall below the 
IAEA Category I threshold. Some have been accounted for, but many were located 
in areas of widespread destruction and have yet to be found.  

High Vulnerability 
These materials, though less of a threat than the Cat 1 
types, are still dangerous and highly vulnerable to 
misappropriation, transport, and exploitation, 
especially since many sources are still unaccounted for 
and will be difficult to retrieve.  
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Transit Pathway Assessment 

Transit Pathway Description Transit Pathway Vulnerability Assessment 
(Low, Medium, High) 

Designated Land Points of Entry and Exit (POEs) 
Centralia has three designated land crossings on its western, southern, and eastern 
borders. These crossings are secured by the Border Guard (responsible for physical 
security) and Customs (responsible for screening traffic and collecting duties). 
Traffic is heavy at these crossings, particularly on the Southland borders, to the west 
and south, where refugee presence is the highest. 

High Vulnerability 
Land POEs are judged to have high vulnerability to 
adversaries transporting nuclear or other radioactive 
material out of regulatory control. The overwhelming 
numbers of refugees attempting crossings at these 
points makes comprehensive screening extremely 
difficult, if not impossible.  

Borders Areas between Land Points of Entry and Exit 
The areas between land POEs are secured by the Border Guard through a 
combination of foot patrols, aerial screening, and even remote sensing in some 
sectors. Centralia’s borders are largely demarcated, but there are no physical 
barriers to crossing in most sectors.  

High Vulnerability 
Border areas between POEs are judged to have high 
vulnerability to adversaries transporting material out of 
regulatory control, due to a lack of physical barriers and 
insufficient Border Guard resources for securing its 
entire length. Refugees have also been crossing at these 
unsecured areas, desperate for crisis relief.  

Maritime Points of Entry and Exit 
Centralia has two designated ports at Capitol City and Bayside City. Customs 
authorities are responsible for screening the high volume of commercial freight that 
passes through the ports in route to destinations in Centralia and the wider region, 
in addition to collecting duties. Due to the crisis, Southland shipping has all but 
ceased, causing a reduction in the overall average shipping through Centralia’s 
maritime ports.   

Low Vulnerability 
Maritime POEs are judged to have low vulnerability to 
adversaries transporting material out of regulatory 
control. All incoming shipments are subject to scrutiny 
and screening by Customs officials, including use of X-
ray radiography. 
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Coastal Areas between Maritime Points of Entry and Exit 
The areas between maritime POEs are secured by Centralia’s Coast Guard, who 
operate a small fleet of patrol vessels and aircraft and carry out routine patrols, 
including both targeted and randomized boarding and inspection of vessels. Coastal 
areas near population centers and major highways also benefit from local law 
enforcement presence. 

Medium Vulnerability 
The coastal areas between maritime POEs are judged to 
have low vulnerability to adversaries transporting 
MORC. A small number of refugees have succeeded at 
using boats to leave Southland. Though random 
searches do catch a few refugees, once they reach 
Centralia’s shores, it is easy to disappear.  

Aviation Points of Entry and Exit 
Centralia has one major international airport, and several smaller regional airports 
that service domestic air traffic. Customs authorities are responsible for screening 
passengers and cargo, while law enforcement authorities provide physical security 
and can detain suspects. 

Low Vulnerability 
Aviation POEs are judged to have low vulnerability to 
adversaries transporting material out of regulatory 
control. Passengers and cargo are subject to extensive 
screening including X-ray radiography, sniffer dogs, 
and manual inspection. 

Interior Transit Pathways 
Interior transit pathways include the roads and highways that connect Centralia’s 
cities and towns, and fall under the jurisdiction of local law enforcement authorities. 
In addition to local traffic, Centralia’s highways provide an important connection 
for regional trade, with hundreds of thousands of commercial trucks transiting the 
country per year. 

High Vulnerability 
Centralia’s interior transit pathways are judged to have 
high vulnerability to adversaries transporting material 
out of regulatory control. There is no systematic 
screening of vehicles except at border POEs and during 
occasional stops for traffic violations. 
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Target/Use Assessment 

Target Description Target Vulnerability Assessment 
(Low, Medium, High) 

Urban Commercial Centers 
Urban commercial centers (e.g. shopping malls and outdoor markets) have 
previously been targeted by adversaries in Centralia. Substantial numbers of people 
gather at these location (up to 35,000 a day at the busiest market in Hub City), and 
the business that takes place is vital to Centralia’s domestic economy.  

High Vulnerability 
Urban commercial centers are judged to have high 
vulnerability to adversaries carrying out an attack using 
nuclear or other radioactive material out of regulatory 
control. These locations generally have limited security 
and entry screening, often provided by unarmed private 
security companies. 

Tourist Locations 
Tourist locations including major hotels, beaches, and national monuments. Nearly 
half a million tourists visit Centralia yearly, generating significant revenue and 
supporting employment for thousands of citizens.  

High Vulnerability 
Tourist locations are judged to have high vulnerability 
to adversaries carrying out an attack with material out 
of regulatory control. These locations generally have 
limited, if any, security and entry screening. 

Government Facilities 
Government facilities include the parliament building, government ministry 
buildings, and regional administrative centers. Hundreds (and in some cases 
thousands) of government employees work in these facilities, which are also visited 
by hundreds or thousands of citizens and tourists each year. 

Low Vulnerability 
Centralia’s government facilities are judged to have low 
vulnerability to adversaries carrying out an attack with 
material out of regulatory control. While potentially 
high value targets for adversaries, they are also subject 
to extensive security measures including full time law 
enforcement presence, access control measures, and 
strictly enforced entry screening. 

Refugee Camps 
There are now thousands of Southland refugees located in camps along the border. 
Security in these camps is low, mostly to keep the peace. The leadership primarily 
comprises aid workers, volunteers, and medical staff.  

High Vulnerability 
These refugee camps are judged to be highly vulnerable 
to a radiological attack. Entry screening is nominal and 
security is not looking for signs of an attack.  
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Major Public Events 
Centralia hosts many significant public events include local and regional sporting 
events, political gatherings, and celebratory festivals. Some of these events draw as 
many as half a million people, including foreign dignitaries and visitors from 
throughout the region. These events are often distributed across multiple facilities 
in major urban areas. 

Medium Vulnerability 
Major public events are judged to have medium 
vulnerability to adversaries carrying out an attack with 
material out of regulatory control. Centralia’s 
government contributes security resources for such 
events, including enhanced law enforcement presence 
and CBRN (chem/bio/radiological/nuclear) defense 
assets. However, the size and distributed nature of these 
events presents an attractive target to adversaries.   

Sale or other Transfer 
An adversary may not choose to use material out of regulatory control in an attack 
on Centralia. They may instead seek to sell the material to a buyer (perhaps another 
adversary), or otherwise transfer it to another location outside Centralia. 
Additionally, sale or transfer is also likely to occur in cases where the radioactivity 
of the material is unknown by the seller.  

High Vulnerability 
Centralia is judged to have high vulnerability to illegal 
sale or other transfer of radioactive materials taking 
place in its interior, given that such transaction will 
either almost certainly take place in secret and would 
require law enforcement investigation to detect or 
would be performed in assumed-legal circumstances.  
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Consequences 

• Threats based on nuclear materials and targeted at large venues or crowded areas are viewed as having catastrophic consequences 
in terms of the human life, economic, environmental, and societal dimensions.  

• Threats based on nuclear materials being sold or transferred out of Centralia are assumed to be targeted at foreign venues, and 
thus have lower, albeit not insignificant, consequences for Centralia.  

• The use of Cat 1 Radioactive sources, regardless of being sourced from within Centralia or from Southland, against highly 
populated target venues was also judged to have high consequences, particularly economic and societal.  

• Attacks targeted against Government Facilities were deemed to have large societal consequences.  
• Non-nuclear threats targeted against Refugee Camps are viewed as having consequences that are primarily economic and 

societal.  

 

Target Description Material Description 

Consequence Assessment 
(Insignificant, Minor, 

Moderate, Major, 
Catastrophic) 

Urban Commercial Centers 
Urban commercial centers (e.g. shopping malls and outdoor 
markets) host substantial numbers of people (up to 35,000 a day at 
the busiest market in Hub City), and the business place is vital to 
Centralia’s domestic economy.  

Nuclear Material Catastrophic 

Category 1 Radioactive 
Sources from Centralia Moderate 

Category 1 Radioactive 
Sources from Southland Moderate 

Other Radioactive Sources  
from Centralia Minor 

Other Radioactive Sources  
from Southland Minor 
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Government Facilities 
Government facilities include the parliament building, government 
ministry buildings, and regional administrative centers. Hundreds 
(and in some cases thousands) of government employees work in 
these facilities, which are also visited by hundreds or thousands of 
citizens and tourists each year. 

Nuclear Material Catastrophic 

Category 1 Radioactive 
Sources from Centralia Moderate 

Category 1 Radioactive 
Sources from Southland Moderate 

Other Radioactive Sources  
from Centralia Minor 

Other Radioactive Sources  
from Southland Minor 

Major Public Events 
Centralia hosts many significant public events include local and 
regional sporting events, political gatherings, and celebratory 
festivals. Some of these events draw as many as half a million 
people, including visitors from throughout the region. These events 
are often distributed across multiple facilities in major urban areas. 

Nuclear Material Catastrophic 

Category 1 Radioactive 
Sources from Centralia Major 

Category 1 Radioactive 
Sources from Southland Moderate 

Other Radioactive Sources  
from Centralia Minor 

Other Radioactive Sources  
from Southland Minor 

Sale or other Transfer 
An adversary may not choose to use material out of regulatory 
control in an attack on Centralia. They may instead seek to sell the 
material to a buyer (perhaps another adversary), or otherwise 
transfer it to another location outside Centralia. 

Nuclear Material Moderate 

Category 1 Radioactive 
Sources from Centralia Minor 

Category 1 Radioactive 
Sources from Southland Minor 



Beta Scenario 

FOR EXERCISE USE ONLY 
- 12 - 

Other Radioactive Sources  
from Centralia Insignificant 

Other Radioactive Sources  
from Southland Insignificant 

Refugee Camps 
There are now thousands of Southland refugees located in camps 
along the border. Security in these camps is low, mostly to keep 
the peace. The leadership is primarily comprised of aid workers, 
volunteers, and medical staff. 

Nuclear Material Catastrophic 

Category 1 Radioactive 
Sources from Centralia Moderate 

Category 1 Radioactive 
Sources from Southland Moderate 

Other Radioactive Sources  
from Centralia Minor 

Other Radioactive Sources  
from Southland Minor 

Tourist Locations 
Tourist locations including major hotels, beaches, and national 
monuments. Nearly half a million tourists visit Centralia yearly, 
generating significant revenue and supporting employment for 
thousands of citizens.  

Nuclear Material Catastrophic 

Category 1 Radioactive 
Sources from Centralia Major 

Category 1 Radioactive 
Sources from Southland Moderate 

Other Radioactive Sources  
from Centralia Minor 

Other Radioactive Sources  
from Southland Minor 
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Risk Assessment Results 

Security authorities undertook a comprehensive analysis of scenarios encompassing all plausible 
combinations of adversary, material, pathway (transit), and target. These figures describe how 
various scenario elements contribute to the overall risk faced by Centralia. 
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	Consequences
	 Threats based on nuclear materials and targeted at large venues or crowded areas are viewed as having catastrophic consequences in terms of the human life, economic, environmental, and societal dimensions.
	 Threats based on nuclear materials being sold or transferred out of Centralia are assumed to be targeted at foreign venues, and thus have lower, albeit not insignificant, consequences for Centralia.
	 The use of Cat 1 Radioactive sources, regardless of being sourced from within Centralia or from Southland, against highly populated target venues was also judged to have high consequences, particularly economic and societal.
	 Attacks targeted against Government Facilities were deemed to have large societal consequences.
	 Non-nuclear threats targeted against Refugee Camps are viewed as having consequences that are primarily economic and societal.

