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Executive Summary 

Due to a recent economic boom in regional industrialization and manufacturing, Centralia deep water harbors 
in Capitol City and Bayside City have rapidly become two of the largest naval shipping ports for all the 
countries bordering the Middle Sea. Friendly trade treaties, country-wide stability, and a diversity of Middle 
Sea goods has made these two ports both waystations for transit traffic as well as central hubs for goods 
heading to the landlocked interior nations of the continent. This uptick in trade has occurred on a rapidly, 
straining the ability of local security, customs, and infrastructure to keep up with demand. 

There is a rising level of theft of transit goods that Centralian authorities have been unable to deter due to the high trade volume through these 
ports and across Centralia’s border crossings. This theft is likely due to illicit trade networks taking advantage of security gaps. Regional and 
global criminal networks move millions of dollars in drugs, weapons, stolen goods, and human beings across Centralia’s borders. Seized goods 
have varied, but radioactive materials have been found on illicit traffickers in the past, suggesting that buyer markets exist.  

Burdened with trying to counter the constant criminal elements hindering Centralia’s shipping trade, as well as believing Centralia to be an 
unlikely target, the Trade, Customs, and Law Enforcement Ministries have deemed nuclear security risks a low priority and acted accordingly. 
Neighboring countries, which are more likely to be targets, have become increasingly alarmed at this decision and have begun applying political 
pressure to elevate the urgency of the issue. Radioactive materials are plentiful in Centralia and the wider region. They are used in industry, 
agriculture, medicine, and university research. If acquired by an adversary and used in a radiological dispersal device (RDD) or radiological 
exposure device (RED) targeting a concentrated gathering of people, these materials could present serious health consequences, in addition to 
economic and societal damage. Though Centralia is not thought to be a likely target, there are many radicalized groups in neighboring countries 
willing to commit indiscriminate attacks on civilians. It is likely they would attempt an attack if they successfully acquired radioactive material, 
targeting any crowded location.   

Neighboring countries operate numerous nuclear facilities: nuclear power plants, research reactors, and medical isotope R&D facilities are some 
examples. Consequently, nuclear materials, including raw uranium, low enriched reactor fuel, and spent fuel products and sources are used, 
stored, and travel through Centralia’s ports. Highly enriched uranium (HEU) and separated plutonium are not usually among shipments, but 
both new and spent fuels pass through Centralia’s ports to and from nuclear reactors used by neighboring countries. 
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Adversary Assessment 

Adversary Description 
Adversary Motivation and Capability 

Assessment 
(Low, Medium, High) 

Illicit Trade Networks 
Centralia has recently expanded maritime trade on a massive scale. Organized 
criminal groups exploit these pathways for illicit trafficking of drugs, 
counterfeit goods, arms, and people. Groups vary in size, the most 
sophisticated groups command tens of millions of Euros in financial assets 
used to fund front companies providing cover for illegal operations, to bribe 
security officials at points of entry and exit, and to pay operatives to undertake 
risky smuggling operations. These groups employ numerous sub-groups to 
acquire goods from the busy transit ports through theft, bribery, and coercion.  

Low Motivation, 
High Capability 
Regional illicit trafficking groups are judged to have 
low motivation to carry out an attack involving 
nuclear or other radioactive (RN) material. However, 
the high transaction volume of goods sold on the 
black market mean they have high capability for 
acquiring and trafficking RN material, particularly if 
there is an interested buyer willing to pay a high price. 

 Radicalized Individuals/Groups Abroad 
“Lone wolf” domestic actors may become radicalized to pursue violent action 
for a variety of ideological, personal, or psychological reasons. They may have 
grievances with the government, employers, or fellow citizens. Some of these 
Individuals may have insider access to nuclear or other radioactive material 
used in industry, research, or medical applications.  

High Motivation, 
Low-to-Medium Capability 
Radicalized individuals are judged to have high 
motivation to carry out attacks with RN material. 
Individuals with insider access and relevant technical 
knowledge are judged to have low medium capability 
to carry out such an attack, likely using relatively 
simple dispersion or exposure devices. 

General Public 
There have been many cases of individuals unknowingly acquiring radioactive 
materials and, due to a lack of knowledge of their nature and the symptoms of 
radiation poisoning, spread the contamination to their family, friends, and 
neighborhood. Also tradespeople might unknowingly acquire a radioactive 
source and process it as non-radioactive material, spreading contamination 
across borders, such as in the case of metal salvage. 

Low Motivation, 
Low Capability 
The public may not be an intentional adversary, but 
they are ill-equipped to recognize radioactive 
material, increasing probability of spreading 
contamination. Dispersal and affected population can 
be low, but societal and economic impacts of the 
event and subsequent cleanup are significant. 
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Material Assessment 

Material Description and Availability Material Vulnerability Assessment 
(High, Medium, Low) 

Nuclear Material 
Centralia is not currently a producer of nuclear power or fuel.  However, 
neighboring countries operate nuclear power plants and research reactors and 
these nuclear materials (including raw uranium, low enriched reactor fuel, and 
spent fuel products) are often transported through Centralia’s ports. However, 
special nuclear materials (highly enriched uranium and separated plutonium) 
are not produced, used, or stored by Centralia or its regional neighbors. 

Med Vulnerability 
Nuclear materials coming into and leaving Centralia 
are subject to strong regulatory controls and heavy 
security measures. However, Centralia’s rapidly 
increasing trade has attracted organized crime and 
made shipping a target for theft. Though regulatory 
protections are in place, and nuclear materials get 
priority, security forces are spread thin. 

Category I Radioactive Material 
IAEA Category I radioactive sources present a serious health and safety risk 
if improperly stored or handled, or used by an adversary in a radiation 
dispersal or exposure device. Dozens of such sources are in use in Centralia 
and neighboring countries, primarily for medical treatment purposes and 
industrial applications (common materials include Co-60, Ir-192, and Cs-
137). Radioactive materials coming in and out of the region are transported at 
sea by licensed commercial ships, and on land by licensed trucking companies.  

High Vulnerability 
Category I radioactive materials are subject to strong 
regulatory controls in all countries in the region. 
However, implementation of regulatory controls by 
licensees is sometimes inconsistent (particularly by 
transport security), creating vulnerabilities that can be 
exploited by adversaries. Additionally, these sources 
must be periodically replaced and retired devices can 
be overlooked.  

Other Radioactive Materials 
There are more than two hundred licensed radioactive sources in the region 
that fall below the IAEA Category I threshold, but can still present health and 
safety risks if improperly stored or handled, or used by an adversary in a 
radiation dispersal or exposure device. Users of these sources include the 
medical, industrial, agricultural, and university research sectors. 

High Vulnerability 
While these materials are subject to licensing and 
regulatory controls, regional governments exercise 
less oversight over their day-to-day use and security. 
While perhaps less attractive to a knowledgeable 
adversary, these materials are nonetheless highly 
vulnerable to exploitation. 
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Transit Pathway Assessment 

Transit Pathway Description Transit Pathway Vulnerability Assessment 
(Low, Medium, High) 

Designated Land Points of Entry and Exit (POEs) 
Centralia has three designated land crossings on its western, southern, and 
eastern borders. These crossings are secured by the Border Guard (responsible 
for physical security) and Customs (responsible for screening traffic and 
collecting duties). Traffic is heavy at these crossings, particularly on the 
western and eastern borders, and they are a favored entry point for illicit 
traffickers, as well as thieves.  

Medium Vulnerability 
Land POEs are judged to have medium vulnerability 
to adversaries transporting nuclear or other 
radioactive material out of regulatory control. The 
volume of traffic makes comprehensive screening 
challenging and adversaries are creative in their 
tactics, including concealment and bribery, for 
evading defenses. 

Borders Areas between Land Points of Entry and Exit 
The areas between land POEs are secured by the Border Guard through a 
combination of foot patrols, aerial screening, and even remote sensing in some 
sectors. Centralia’s borders are largely demarcated, but there are no physical 
barriers to crossing in most sectors.  

High Vulnerability 
Border areas between POEs are judged to have high 
vulnerability to adversaries transporting material out 
of regulatory control, due to a lack of physical 
barriers and insufficient Border Guard resources for 
securing its entire length. 

Maritime Points of Entry and Exit 
Centralia has two designated ports at Capitol City and Bayside City. Customs 
authorities are responsible for screening the high volume of commercial 
freight that passes through the ports in route to destinations in Centralia and 
the wider region, in addition to collecting duties. Due to the recent trade boom, 
Centralia is still upgrading security personnel and technology at both ports, 
trying to catch up with the security demands of increased shipping volumes.  

High Vulnerability 
Maritime POEs are judged to have high vulnerability 
to adversaries transporting material out of regulatory 
control. While all incoming shipments are subject to 
screening, the large volume and diversity of shipping 
traffic causes strain on security forces, gaps in 
screening, and opportunities for theft.  
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Coastal Areas between Maritime Points of Entry and Exit 
The coastline and cliffs between maritime POEs are secured by Centralia’s 
Coast Guard, who operate a small fleet of patrol vessels and aircraft and carry 
out routine patrols, including both targeted and randomized boarding and 
inspection of vessels. Coastal areas near population centers and major 
highways also benefit from local law enforcement presence. 

Low Vulnerability 
Due to geography, coastal areas between maritime 
POEs are judged to have low vulnerability to 
adversaries transporting material out of regulatory 
control. Coast Guard, law enforcement patrols, and 
enthusiastic citizen port watch groups provide a 
defense against unauthorized incursions in the 
smaller villages. 

Aviation Points of Entry and Exit 
Centralia has one major international airport, and several smaller regional 
airports that service domestic air traffic. Customs authorities are responsible 
for screening passengers and cargo, while law enforcement authorities provide 
physical security and can detain suspects. 

Low Vulnerability 
Aviation POEs are judged to have low vulnerability 
to adversaries transporting material out of regulatory 
control. Passengers and cargo are subject to extensive 
screening including X-ray radiography, sniffer dogs, 
and manual inspection. 

Interior Transit Pathways 
Interior transit pathways include the roads and highways that connect 
Centralia’s cities and towns, and fall under the jurisdiction of local law 
enforcement authorities. In addition to local traffic, Centralia’s highways 
provide an important connection for regional trade, with hundreds of 
thousands of commercial trucks transiting the country per year. 

High Vulnerability 
Centralia’s interior transit pathways are judged to 
have high vulnerability to adversaries transporting 
material out of regulatory control. There is no 
systematic screening of vehicles except at border 
POEs and during occasional stops for traffic 
violations. 
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Target/Use Assessment 

Target Description Target Vulnerability Assessment 
(Low, Medium, High) 

Urban Commercial Centers 
Urban commercial centers (e.g. shopping malls and outdoor markets) have 
previously been targeted by adversaries abroad. Substantial numbers of people 
gather at these locations, and the business that takes place is important to each 
country.  

High Vulnerability 
Urban commercial centers are judged to have high 
vulnerability to adversaries carrying out an attack 
using nuclear or other radioactive material out of 
regulatory control. These locations generally have 
limited security and entry screening, often provided 
by unarmed private security companies. 

Tourist Locations 
Tourist locations include major hotels, beaches, and national monuments. 
Nearly three million tourists visit the Middle Sea region every year, generating 
significant revenue, supporting employment for tens of thousands of citizens, 
and are responsible for a substantial percentage of the regional economy.  

High Vulnerability 
Tourist locations are judged to have high 
vulnerability to adversaries carrying out an attack 
with material out of regulatory control. These 
locations generally have limited, if any, security and 
entry screening. 

Government Facilities 
Government facilities include the parliament building, government ministry 
buildings, and regional administrative centers. Hundreds (and in some cases 
thousands) of government employees work in these facilities, which are also 
visited by hundreds or thousands of citizens and tourists each year. 

Low Vulnerability 
Nearby government facilities are judged to have low 
vulnerability to adversaries carrying out an attack 
with material out of regulatory control. While 
potentially high value targets for adversaries, they are 
also subject to extensive security measures including 
full time law enforcement presence, access control 
measures, and strictly enforced entry screening. 



Gamma Scenario 

FOR EXERCISE USE ONLY 
- 8 - 

Major Public Events 
The Middle Sea nations host many significant public events including local 
and regional sporting events, political gatherings, and celebratory festivals. 
Some of these events draw as many as half a million people, including foreign 
dignitaries and visitors from throughout the region. These events are often 
distributed across multiple facilities in major urban areas. 

Medium Vulnerability 
Major public events are judged to have medium 
vulnerability to adversaries carrying out an attack 
with material out of regulatory control. The hosting 
government contributes security resources for such 
events, including enhanced law enforcement 
presence and CBRN (chem/bio/radiological/nuclear) 
defense assets. However, the size and distributed 
nature of these events still presents an attractive target 
to adversaries.   

Sale or other Transfer 
An adversary may not choose to use material out of regulatory control in an 
attack on Centralia. They may instead seek to sell the material to a buyer 
(perhaps another adversary), or otherwise transfer it to another location 
outside Centralia. Additionally, sale or transfer is also likely to occur in cases 
where the radioactivity of the material is unknown by the seller.  

High Vulnerability 
Centralia is judged to have high vulnerability to 
illegal sale or other transfer of radioactive materials 
taking place in its interior. Given that such 
transactions will almost certainly take place in secret, 
this would require a law enforcement investigation to 
detect.  

Public Transportation 
Centralia has several metro, bus, and train hubs across the country. Hundreds 
of thousands of people use these routes every day to traverse both the nation 
and the greater region. 

High Vulnerability 
These transportation methods are considered a high 
vulnerability, as there are usually few law 
enforcement officers present on these routes, and 
there is no entry or exit screening performed, except 
for at POEs.  
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Consequences 

• Threats based on nuclear materials and targeted at large venues or crowded areas are viewed as having catastrophic consequences 
in terms of the human life, economic, environmental, and societal considerations.  

• Threats based on nuclear and Cat 1 radioactive materials being sold or transferred out of Centralia are assumed to be targeting 
foreign venues, and thus have lower human life and environmental consequences for Centralia. However, significant political 
and economic pressures from regional partners are likely to manifest if sources from Centralia are used in attacks abroad.  

• The use of Cat 1 radioactive sources against highly populated target venues was also judged to have high consequences, 
particularly economic and societal.  

• Attacks targeted against government facilities were deemed to have large societal consequences.  
• Non-nuclear threats targeted against public transport are viewed as having consequences that are primarily economic and 

societal.   
 

Target Description Material Description 

Consequence Assessment 
(Insignificant, Minor, 

Moderate, Major, 
Catastrophic) 

Urban Commercial Centers 
Urban commercial centers (e.g. shopping malls and outdoor 
markets) host substantial numbers of people (up to 35,000 a day at 
the busiest market in Hub City), and the business that takes place 
is vital to Centralia’s domestic economy.  

Nuclear Material Catastrophic 
Category 1 Radioactive 

Sources  Moderate 

Other Radioactive Sources  Minor 

Government Facilities 
Government facilities include the parliament building, government 
ministry buildings, and regional administrative centers. Hundreds 
(and in some cases thousands) of government employees work in 
these facilities, which are also visited by hundreds or thousands of 
citizens and tourists each year. 

Nuclear Material Catastrophic 

Category 1 Radioactive 
Sources  Moderate 

Other Radioactive Sources  Minor 
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Major Public Events 
Centralia hosts many significant public events including local and 
regional sporting events, political gatherings, and celebratory 
festivals. Some of these events draw as many as half a million 
people, including visitors from throughout the region. These events 
are often distributed across multiple facilities in major urban areas. 

Nuclear Material Catastrophic 

Category 1 Radioactive 
Sources  Moderate 

Other Radioactive Sources  Minor 

Sale or other Transfer 
An adversary may not choose to use material out of regulatory 
control in an attack on Centralia. They may instead seek to sell the 
material to a buyer (perhaps another adversary), or otherwise 
transfer it to another location outside Centralia. 

Nuclear Material Moderate 
Category 1 Radioactive 

Sources  Moderate 

Other Radioactive Sources  Insignificant 

Public Transport 
Centralia has several metro, bus, and train hubs across the country. 
Hundreds of thousands of people use these routes every day to 
traverse both the nation and the greater region. 

Nuclear Material Catastrophic 
Category 1 Radioactive 

Sources Moderate 

Other Radioactive Sources  Minor 

Tourist Locations 
Tourist locations include major hotels, beaches, and national 
monuments. Nearly half a million tourists visit Centralia yearly, 
generating significant revenue and supporting employment for 
thousands of citizens.  

Nuclear Material Catastrophic 
Category 1 Radioactive 

Sources Moderate 

Other Radioactive Sources  Minor 
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High Risk Scenarios 

Security authorities undertook a comprehensive analysis of scenarios encompassing all plausible 
combinations of adversary, material, pathway (transit), and target. These figures describe how 
various scenario elements contribute to the overall risk faced by Centralia. 

 

 

 

Co
ns

eq
ue

nc
es

Likelihood

Scenario Risk by Adversary

Illicit Trade Networks
Radicalized
Public



Gamma Scenario 

FOR EXERCISE USE ONLY 
- 12 - 

 

 

 

Co
ns

eq
ue

nc
es

Likelihood

Scenario Risk by Material

Nuclear Material
Cat 1 Sources
Other Rad Sources



Gamma Scenario 

FOR EXERCISE USE ONLY 
- 13 - 

 

 

 

Co
ns

eq
ue

nc
es

Likelihood

Scenario Risk by Transit

Land POEs
Between Land POEs
Maritime POEs
Between Mar POEs
Aviation POEs
Interior



Gamma Scenario 

FOR EXERCISE USE ONLY 
- 14 - 

 

 

 

Co
ns

eq
ue

nc
es

Likelihood

Scenario Risk by Target
Urban Comm Centers
Gov Facilities
Major Public Events
Tourist Locations
Sale or Other Trans
Public Transport


	 Threats based on nuclear materials and targeted at large venues or crowded areas are viewed as having catastrophic consequences in terms of the human life, economic, environmental, and societal considerations.
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	 The use of Cat 1 radioactive sources against highly populated target venues was also judged to have high consequences, particularly economic and societal.
	 Attacks targeted against government facilities were deemed to have large societal consequences.
	 Non-nuclear threats targeted against public transport are viewed as having consequences that are primarily economic and societal.

