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Workshop Purpose

After completing this workshop, 
participants will gain knowledge and 
skills supporting the development of an 
NSDA Strategy and Design Plan that is 
based on the broader national security 
context, and will include: 

– NSDA strategic goals and functional 
outcomes

– A list of needed (and existing) 
capabilities to be used in the NSDA 

– A prioritized list of gaps and overlaps
– Next steps and focus areas
– Description of how capabilities are 

integrated to achieve the strategic goals 
of the NSDA
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Nuclear Security Detection 
Architecture (NSDA)

The integrated set of nuclear 
security systems and measures, 
based on an appropriate legal 

and regulatory framework, 
needed to implement a 
national strategy for the 

detection of nuclear and other 
radioactive material out of 

regulatory control.
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Architecture DeliverablesCapacity Building Objective

Workshop 1:
Risk Informed Approach

Milestone: Nuclear Security Risk Assessment

Enable participants to conduct a national 
nuclear security risk assessment to inform 
NSDA strategy development.

Identify threats, defensive vulnerabilities, and 
potential consequences

Risk characterization including identification of 
highest risk pathways and scenarios

Workshop 0:
Nuclear Security Detection 

Architectures

Identify competent authorities, roles and 
responsibilities, and coordinating mechanism

Draft components of a national detection strategy 
document

Milestone: National Detection Strategy

Develop architecture awareness across 
competent authorities and initiate the process 
of strategy development.

Workshop 2:
Architecture Strategy and 

Design

Perform a capability assessment and identify 
next steps and focus areas.

Draft risk-informed strategic goals, functional 
outcomes, and needed capabilities

Milestone: National NSDA Strategy and Design Plan

Enable participants to develop a risk-
informed national detection strategy and 
design plan that can be disseminated to 
competent authorities.

Workshop 3:
Architecture 

Implementation

Workshop 4:
Architecture Evaluation

Enable partners to evaluate their 
architecture’s effectiveness toward achieving 
strategy goals and design functional outcomes

Milestone: Architecture Evaluation

Identify evaluation objectives, metrics, data, and 
analysis methodologies

Conduct initial evaluation and develop 
improvement plans

Milestone: Architecture Implementation Plan

Enable partners to translate strategy, 
functional outcomes, and capability 
requirements into sustainable, stakeholder-
appropriate implementation plans.

Identify requirements for personnel development 
and technology deployment 

CONOPs and standard operating procedures for 
instrument alarms and information alerts



Workshop Series

• The workshops build upon one another, particularly 
through outputs from the practical exercises/breakout 
sessions

• In order to gain the most from the workshop series, 
participants are encouraged to:
– Share and refine outputs from the workshops with relevant 

national competent authorities and stakeholders
– Identify a national point of contact responsible for coordinating 

workshop participation and maintaining consistency in the 
products developed

– Engage with the organizers between workshops to call attention 
to specific topics of interest or capability development needs
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Workshop Guidance: IAEA

Planning and Organizing Nuclear 
Security Systems and Measures for 
MORC

• Provides guidance on the planning and 
organization of nuclear security systems 
and measures for the detection of 
criminal or intentional unauthorized acts 
involving MORC and for the response to 
potential nuclear security events.  

• The guidance includes processes for the 
identification of existing nuclear security 
systems and measures, determination of 
capability needs and gaps, and the design 
of new systems and measures to address 
any identified gaps.
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Basis for this workshop

Presenter
Presentation Notes
Published in 2019
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Presenter
Presentation Notes
The workshop includes a mix of lectures and group exercises; exercise outputs and handouts are intended to be takeaways that can guide national implementation. 



Workshop Outputs / Deliverables

• Participants are expected to draft a notional national 
Nuclear Security Detection Architecture (NSDA) 
Strategy and Design Plan for our fictional country of 
Centralia.

• Participants will be provided the opportunity to brief 
and receive feedback on their Centralia Strategy and 
Design Plan.
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QUESTIONS?
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