
Module 1: NSDA Overview

Workshop 2: NSDA Strategy and Design
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Module Objectives

Participants will become familiar with: 
• Basic components of a Nuclear Security 

Detection Architecture (NSDA)
• Nuclear security fundamentals 
• Materials of interest
• Material out of regulatory control 
• Types of criminal or intentional unauthorized 

acts
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Nuclear Security Detection Architecture

An NSDA Strategy and Design Plan is based on the broader 
national security context, and will include: 

– NSDA strategic goals and functional outcomes
– A list of needed (and existing) capabilities to be used in 

the NSDA 
– A prioritized list of gaps and overlaps
– Next steps and focus areas
– Description of how capabilities are integrated                               

to achieve the strategic goals of the NSDA
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The integrated set of nuclear security systems and measures, based on an 
appropriate legal and regulatory framework, needed to implement a national 

strategy for the detection of nuclear and other radioactive material out of 
regulatory control.

Presenter
Presentation Notes
A defined, established, endorsed, and implemented nuclear security detection architecture is necessary for a State to effectively manage detection and assessment across a large and varied national infrastructure. The architecture can contain elements such as detection instruments, personnel, concepts of operations, deployment plans, analysis centers, etc. While the goal of any nuclear security detection architecture is to detect nuclear and other radioactive material out of regulatory control, the exact nature of the detection architecture can change based on the risk assessment. For example, a country may be at a greater risk of being a transient stop for illicit trafficking, while another may be at greater risk of being a target – these distinctions could impact the security systems and measures implemented.The systems and measures are implemented with a documented/codified concept of operations and are supported by additional resources such as:CommunicationsLaw enforcementIntelligence agenciesHuman resources
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Phased Approach to Developing an NSDA
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Presenter
Presentation Notes
A phased approach to NSDA development promotes the:Implementation of measures using a risk informed approachLeveraging of existing capabilities Integration of capabilities to promote a multi-layered, defense-in-depth security designLong term functionality of capabilities



Benefits of an Integrated Planning Process

 Using a clearly defined process for planning enables a State to 
establish or enhance its NSDA in a structured and integrated 
manner.

 An integrated planning process helps to:
 Avoid systemic gaps
 Enhance communication and coordination at all levels
 Assure clarity and transparency to all relevant competent authorities 

and other stakeholders
 Integrate systems and measures for detection of criminal or 

intentional unauthorized acts involving MORC with other nuclear 
security and  national security areas

 Improve the effectiveness of the use of resources and avoiding 
duplication of efforts

 Demonstrate a commitment to sustainability and continuous 
improvement
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NUCLEAR SECURITY OVERVIEW
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What is Nuclear Security? 
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“The prevention of, detection of and response to criminal or intentional
unauthorized acts involving or directed at nuclear material, other radioactive
material, associated facilities and associated activities.

Other acts determined by a State to have an adverse impact on nuclear security
should be dealt with appropriately.”

Nuclear Security Fundamentals (NSS-20)

Prevention ResponseDetection

Presenter
Presentation Notes
Nuclear Security focuses on the prevention of, detection of and response to criminal or intentional unauthorized acts involving or directed at nuclear material, other radioactive material, associated facilities and associated activities. It is also considers other acts determined by a State to have an adverse impact on nuclear security that should be dealt with appropriately. 



Spectrum of Nuclear Security Activities
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The full nuclear security spectrum includes   prevention, 
detection, and response activities.

Detection is the awareness of criminal act(s) or unauthorized 
act(s) with nuclear security implications or measurement(s) 
indicating the unauthorized presence of nuclear material, or 

other  radioactive material, at an associated facility or a 
strategic location.

Presenter
Presentation Notes
The purpose of this slide is to introduce the nuclear security detection spectrum and show that the nuclear security detection architecture is comprised of the threat assessment, detection, and the initial alarm and alert activities. It is important to understand the relationship between prevention, detection, and response as they are all necessary in promoting a nuclear security regime.Prevention informs detection; detection informs response. They are interrelated.Prevention plays an important role in both dissuading a trafficking attempt, while making it more difficult to access nuclear material. Further, elements of a prevention architecture (such as detection assets around a source or a regulatory agency) can be leveraged by the detection architecture.Response is necessary step in combatting illicit trafficking, however it is predicated on the detection architecture being able to detect nuclear and radioactive material out of regulatory control and then notifying the response architecture.(click)‘Detection’ definition is from NSS-15 “Nuclear Security Recommendations on Nuclear and Other Radioactive Material out of Regulatory Control” 



Chronology of a Nuclear Security Event
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Acquire Move Use

Nuclear security fits within the larger national-level security 
framework, leveraging existing capabilities and mechanisms.

Adversary

Material

Tactics (e.g., Shielding, Masking, Concealment, False Documentation)

Device Components (e.g., explosives)



What is Detection?

 Detection includes a known encounter between the 
threat and the defensive countermeasures

 Detection may be comprised of:
• Instrument alarms 
• Information alerts
• Collection of information concerning the alarm or alert
• Integrating information from additional sources
• Initial assessment of the alarm or alert
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Awareness of criminal act(s) or unauthorized act(s) with nuclear 
security implications or measurement(s) indicating the 

unauthorized presence of nuclear material, or other  radioactive 
material at an associated facility or a strategic location.

Presenter
Presentation Notes
Definition from NSS-15 NS Recs for MORCThe goal of any nuclear security detection architecture is to detect material out of regulatory control. For detection to occur there must be an encounter between the threat an the defensive countermeasures that form the architecture.To detect nuclear or radioactive material out of regulatory control an alarm (from instruments such as radiation detection equipment placed at strategic locations) or an alert (such as information coming from law enforcement personnel, medical personnel, or a tip form the public) must be generated from the source material or other components (shielding, explosives, container markings, etc.) and the resultant information must be collected, assessed, and disseminated to relevant competent authorities.



Detection Challenges

• Potential for a wide variety of adversaries
– Traffickers, insiders, malicious actors

• Wide variety of criminal or intentional                                    
unauthorized acts to detect

– Unauthorized acquisition and 
possession (theft, illegal markets, 
orphan sources)

– Illicit trafficking of materials or threat 
devices

– Fabrication and use of threat devices

• Nuclear and other radioactive materials can 
be found in different forms and activity 
levels

– These materials may pose different 
risks and emit different detection 
signatures
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Detection Challenges
• Detection in different geographic areas result                                              

in different challenges and opportunities
– Designated points of entry/exit: minimizing 

impact to commerce
– Border areas: wide area to surveil and possible 

competing jurisdictions
– Interior: wide area to surveil; possible 

competing jurisdictions; materials in use, 
transport, and storage; potential targets are 
within this layer

• Law enforcement stakeholders have other security 
missions  and national priorities. Maintaining 
operational readiness.

– High potential for nuisance alarms

• Wide variety of approaches to detect criminal or 
intentional unauthorized acts

– Information and instrument based methods 
to detect adversaries, materials, tactics 
employed, and threat device components

13



MATERIALS OF INTEREST

14



What Are the Materials of Interest?

Radioactive Material: substances containing nuclides which 
undergo spontaneous disintegration (a process accompanied by 
the emission of one or more types of ionizing radiation)
 Radioactive sources and devices (e.g. medical devices, industrial 

radiography devices, irradiators)
 Unsealed radioactive material
 Radioactive waste
 Radioactively contaminated material (e.g., contaminated scrap metal)

Nuclear material: Any material that is either fissionable material 
or special nuclear material such as uranium and plutonium in 
different forms. 

• Uranium-235 enrichment ranges from low to highly 
enriched. 
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Where is Rad/Nuc Material Encountered?

Radioactive materials may be 
encountered in many different 
situations, such as: 

– Naturally occurring radioactive material 
(NORM) in bulk

– Legal use and transport of nuclear and 
other radioactive materials 
(medical/industrial isotopes) 

• Declared shipments
• Excepted shipments
• People who have undergone medical 

treatment
– Contaminated materials
– Smuggled materials
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Presenter
Presentation Notes
Radioactive materials are all around us. Some are beneficial, while others may cause us harm. Unstable isotopes – radioactive– radioactive decay (releasing of energy) There is a wide spread of authorized use of nuclear and other radioactive material including legitimate international commerce in such material, related services, equipment and technology. The material have various physical and chemical properties.The slide illustrate various forms of nuclear and other radioactive material under regulatory control. For more detailed information, I would refer to chapter 6 of the IAEA Nuclear Security Series No. 6 publication.



Legitimate Uses of Radioactive Materials
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Research Research reactors Storage & disposal

Medicine Industry Nuclear Energy

Presenter
Presentation Notes
The nuclear and other radioactive materials are used mainly in the following specific area: The nuclear fuel cycleIndustryFood irradiation, sterilization, heat sources, Radioisotope Thermoelectric Generator (RTG)Medicine and biologyScientific research and applicationsMedical uses of radioactive materialDevices that use radioactive sources are used in the field of medicine for cancer therapy and blood irradiation, amongst other applications.Non-medical irradiationRadioactive material is used in industry and agriculture for activities such as:killing bacteria to sterilize materials, products and substanceschanging the properties of materials, for example by strengthening plastics, promoting early germination in seeds or enhancing disease resistanceimpeding reproduction in pest populations, such as the tsetse fly.Gauging systemsGauging devices that contain radioactive material are used to measure the thickness and density of materials, and the level of material inside a container. Imaging systemsRadioactive sources that produce gamma rays are used in devices that check for cracks and flaws in products and materials. Gamma rays produce images similar to medical X-rays.Materials analysisDevices containing radioactive material are used to analyse materials to find out which chemical elements they contain or determine their moisture content.Miscellaneous uses for radioactive materialsRadioactive materials have many other applications, including:power generation using a radioisotope thermoelectric generatorsmoke detectionself-luminous signsgun sightselimination of static electricitylightning prevention
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Have nuclear and other radioactive 
materials fallen out of regulatory 

control?



IAEA Incident and Trafficking  Database 
(ITDB) Program

• Established in 1995 to facilitate the timely exchange of 
authoritative information among States on incidents of 
illicit trafficking and other related unauthorized activities 
involving nuclear and other radioactive materials

• Information from official sources to identify common 
threats, trends and patterns

• Unique network of Points-of-Contact in 139 States and 
some international organizations

• Information is restricted to Points of Contact
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Incident Reports Analysis Reports Web ITDB ITDB Dashboard



Incident and Trafficking Database (ITDB)
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TYPES OF CRIMINAL OR INTENTIONAL 
UNAUTHORIZED ACTS
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Types of Criminal or Intentional Unauthorized Acts

Malicious use of material in a 
manner to cause health, 

economic, environmental or 
societal consequences

“Nuclear Security Event” 

Unauthorized 
Access Unauthorized 

Access

Sabotage Sabotage

ILLEGAL 
MARKET

ORPHAN 
SOURCES

Illicit 
Trafficking

Cyber Attack to Acquire Sensitive Information

Unauthorized 
Acquisition

Malicious Use

TRANSPORT
FACILITY

Threat 
Device

Presenter
Presentation Notes
Here’s a schematic of the types of acts that the Division of Nuclear Security focuses on. First, nearly every State in the world has radioactive material for legitimate purposes (e.g., health, industrial). Classically, when many people think about nuclear security they think of physical protection (“guns, gates, and guards”). These measures exist in order to maintain regulatory control over the materials, facilities, and activities with the aim of protecting people, economy, environment, and society from harmful consequences.The measures aim to prevent unauthorized access to the materials, facilities, and activities. If there is unauthorized access, then it could lead to unauthorized acquisition (theft) or sabotage.Unauthorized acquisition of materials can also occur through illegal markets and abandoned or orphan sources.These rad/nuc materials are now “materials out of regulatory control” or MORC, which can be moved illicitly within and across borders.Finally the materials can be used to assemble threat devices to harm the public, economy, environment, and society.



Types of Criminal and Unauthorized Acts

1. Unauthorized Access to material and facilities
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 Unauthorized access to materials and facilities could lead to 
theft (unauthorized acquisition) or sabotage
 Sabotage is an act directed against a facility or activity that 

could directly or indirectly endanger the health and safety 
of personnel, the public, or the environment by exposure 
to radiation or release of radioactive substances.

Transport Facility

Examples: 
 Individuals breach the perimeter of a nuclear facility

 An adversary accesses the blood irradiator at a medical facility and 
uses conventional explosives to disperse the radioactive material.



Types of Criminal and Unauthorized Acts

2. Unauthorized Acquisition of 
nuclear or other radioactive 
materials
 The acquired material is 

“material out of regulatory 
control” and can be used to 
harm public, economy, 
environment, and society
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ILLEGAL 
MARKET

ORPHAN 
SOURCES

UNAUTHORIZED 
ACQUISITION

UNAUTHORIZED 
ACCESS

Example: A truck transporting a 
cobalt-60 teletherapy source from 
a hospital to a radioactive waste 
storage center is stolen.



Types of Criminal and Unauthorized Acts

3. Illicit Trafficking of nuclear and other 
radioactive materials.

• Trafficking is any intentional 
unauthorized movement or trade of 
nuclear or other radioactive material 
(either within or between States). 
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Illicit Trafficking

Illegal 
Market

Example: Police discovered and arrested several people 
suspected of trafficking uranium. The police found a lead 
container with an ampule holding highly enriched 
uranium, tickets to foreign destinations and copies of 
money transfers.



Types of Criminal and Unauthorized Acts

4. Fabricating, possessing, transporting, or using a 
device

 Malicious use with intention to harm                                                    
the public, economy, environment, society
 Radiation Exposure Device
 Radiological Dispersal Device
 Improvised Nuclear Device

Examples: 
 An employee at a nuclear plant tried to kill a colleague by placing highly 

irradiated metal discs under their car seat
 An adversary disperses radioactive material over a football stadium using a 

drone
 A highly sophisticated adversary fabricates a device that incorporates nuclear 

materials in order to cause a nuclear-yield reaction



Types of Criminal and Unauthorized Acts 

5. Cyber-attacks target sensitive nuclear security 
information or computer-based systems

• These attacks may support physical attacks against 
facilities and materials, and/or they may result in 
sabotage.
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6. Hoaxes and Scams are where someone claims to have 
nuclear or other radioactive material that they do not actually 
possess. 
 Scams often include unrealistic or impossible claims.

CYBER 
ATTACK

Example: A hacker accesses blueprints and manuals for plant equipment at a 
nuclear power plant with the intent of sabotage or to support a physical 
attack.

Example: An adversary mails a letter to a government official with claims of 
radioactive contamination. The letter does not contain radioactive material.



Summary  

Importance of an NSDA:
 Effective prevention, detection, and response to a 

nuclear security event requires the development of 
effective and sustainable nuclear security systems and 
measures.

 A nuclear security detection architecture promotes a 
holistic and integrated State-level approach to 
detection of MORC.

 Fits within the larger national-level security 
framework, leveraging existing capabilities and 
mechanisms.
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Presenter
Presentation Notes
Nuclear and other radioactive materials are abundantThese materials have fallen out of regulatory controlThere are known cases of these materials being used for criminal purposesThere are opportunities for defensive measures at each stage in the chronology of a nuclear security event



QUESTIONS?
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