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Module Objectives

Participants will become familiar with:
• The components of the risk informed 

approach process
• Definitions of key terms and the relationship 

among threat, vulnerability, consequences, 
and risk
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Presenter
Presentation Notes
This module will cover the components of the risk informed approach cycle and describe a possible progression through the stages of the cycle. It will also define the key terms used in a risk assessment for nuclear security and explain the relationships among threat, vulnerability, likelihood, consequences and risk. 



The Risk Informed Approach Cycle

• A framework for:
 Supporting decision 

processes with risk 
information

 Ensuring decisions 
appropriately manage risks

• Iterative process that:
 Identifies and assesses 

risks
 Develops, prioritizes, and 

implements options
 Monitors and manages the 

results
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Presentation Notes
A risk informed approach is an iterative process that: identifies and assesses risks; develops, evaluates, selects and implements measures to reduce the risks; monitors the effectiveness of the resulting measures; and makes adjustments as necessary. A risk informed approach can be used to guide sound prevention, detection, response, mitigation and recovery efforts to minimize risks. It supports a wide variety of decisions including: strategic planning; policy making; budget setting; prioritizing research and development; and designing operational activities for nuclear security.An iterative risk informed approach should aim to continually improve and enhance the nuclear security systems and measures of a State over time. The cycle is repeated on a periodic basis (timed to support a need for decisions or a significant change in circumstances) to improve the analysis and results, and the effectiveness of the nuclear security systems and measures. 



Risk analyses provide insights, not solutions.
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There is a broad family of risk analysis tools, not a single 
method, that can be utilized to address the desired question

Presenter
Presentation Notes
Models are by definition limited in scope, and a product of their crafters and users. Framing REALLY mattersModels are still useful, as they:Systematize thinkingCapture dependenciesClarify logicThere is an ‘analytical hygiene’ contract:As analysts we bear the responsibility to interpret and communicate model results and limitations.Consumers bear the responsibility of understanding the limitations and using the results appropriately. For an alternate treatment of the right end of this spectrum, see Paté-Cornell, �“Uncertainties in Risk Analysis: Six Levels of Treatment."



Nuclear Security Risk

Risk Analysis …
 Considers adversary’s motivations, capabilities, and 

intent
• Considers the vulnerabilities that an adversary can 

exploit to carry out their intended act
• Considers the potential consequences of an act if it 

is successful
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“The potential for an unwanted outcome resulting from a nuclear 
security event as determined by its likelihood and the associated 

consequences.” (NSS-24G)



Risk Terms Need Precise Use

• Threat, Vulnerability, Consequence, and Risk 
are often used interchangeably
– Leads to confusion

• Precise use of terms promotes a shared 
understanding of risk and its components.
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Improper use of risk terminology can lead to poor 
guidance and decisions



Adversary

• Adversaries are primarily characterized by 
their intention and capability

• An adversary’s intent or capability may change 
or new adversaries may emerge 

• An adversary assessment needs to be updated 
appropriately
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An individual or group performing or 
attempting to perform a criminal or 

unauthorized act

Presenter
Presentation Notes
Adversaries are generally characterized by their intention and capability. Intention refers to the aim or plan to commit a criminal or unauthorized act with nuclear security implications. Intention includes motivation for committing a criminal or unauthorized act. The motivation might be based on a financial, political, ideological, and/or personal reasons.Capabilities refers to the resources adversaries possess that will allow them to achieve their goals.  Relevant resources include the  financial, technical, and intellectual resources needed to acquire nuclear and other radioactive material, construct a device, and collect the tactical information required to attempt the act.Adversaries’ intention and capabilities may change or new adversaries may emerge over time. Adversaries may adapt to changing circumstances and changes in the defensive posture of the state. Therefore, the assessment of adversaries should be updated as appropriate considering these potential changes. 



Material

• Material is usually necessary for a nuclear 
security event

• The material is the key ingredient that 
distinguishes a nuclear security event from 
other criminal acts and is an important 
component of threat and risk assessment
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Material refers to 
“nuclear or other radioactive material 

out of regulatory control”

Presenter
Presentation Notes
In the context of this course, the term ‘material’ refers to ‘nuclear or other radioactive material out of regulatory control’. The IAEA refers to three types of nuclear or other radioactive material:Nuclear materials: Uranium, plutonium, or thorium in various forms, includes irradiated reactor fuel. These materials can be used, in specific forms, to generate nuclear fission (for purposes of generating energy, or potentially for use in a nuclear explosive device).Radioactive materials: Nuclear material and other radioactive substances which contain nuclides which undergo spontaneous disintegration (leading to emission of radiation) and which may, owing to their radiological and fissile properties, cause death, serious bodily injury, or substantial damage to property or to the environment. A radioactive source consists of radioactive material that is encapsulated or in solid form for use in legitimate applications (e.g. medicine, industry, research).Radioactively contaminated materials: Any material containing unintended or undesirable quantities of radioactive material. For example, scrap metal may become contaminated if a radioactive source is mixed or melted down with the metal.While material is usually necessary for a nuclear security event, there is the possibility that a credible scam or hoax will cause a nuclear security event without any actual material being involved. As stated in NSS No. 15, scams and hoaxes constitute a portion of the cases of illicit trafficking of nuclear and other radioactive materials. Such scams and hoaxes can necessitate State responses that may potentially expose operational and/or detection vulnerabilities that can be exploited by smugglers.  The presence or possible presence of nuclear or other radioactive material is what distinguishes a nuclear security event from other criminal acts.



Tactics

Tactics refer to the adversary’s methods for 
executing a nuclear security event and may include:

• Methods for acquiring and constructing 
material

• Type of device
• Modes of transport
• Methods for penetrating security
• Use of insiders
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Tactics describe “how”

Presenter
Presentation Notes
In a nuclear security event scenario, tactics are the specific actions that an adversary will take to execute the event. These actions may includeAcquiring radioactive or nuclear materialProcessing the material so it is effective in the chosen deviceConstructing the deviceTransporting the material, device, and/or peopleMethods to avoid detection (e.g., security systems) throughout all stages of the scenarioSecuring information about and access to scenario elements such as material and target



Targets

Tactics include the adversary’s choice of targets.
• Targets can be specific or grouped as a class
• May include infrastructure, population centers, 

special events, environmental ecosystems
• Adversaries may value targets differently than 

the State
11

A target is any location or object 
that can be exploited by a 

nuclear security threat 

Presenter
Presentation Notes
As stated on this slide, a target is any location or object that can be exploited by a nuclear security threat.  Targets can include major public events, strategic locations, sensitive information, and sensitive information assets.  More information on the identification and assessment of targets is provided in Module E of this course.



Risk and Its Components for Nuclear 
Security Events
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Presenter
Presentation Notes
This slide explains the relationships among risk parts and the information addressed by each partScenarios describe the potential nuclear security events that will be considered in the risk assessment. In the risk informed approach, scenarios are assessed for two important factors: (1) the likelihood that a scenario will occur and (2) the consequences of a scenario, if it does occur.Likelihood describes the chance that a scenario will occur. Likelihood considers two factors: (1) threat assessment and (2) vulnerability assessment.Threat assessment describes how probable it is that a scenario will be credibly attempted. It may include consideration of the threat actor, or adversary, and threat object, or the material or device used in a nuclear security event. Vulnerability assessment describes how probable success is for an adversary that has credibly attempted a scenario. In a vulnerability assessment, the defensive systems and measures that might protect against potential nuclear security events are evaluated against the specific scenario.  The vulnerability of the defensive systems and measures to the scenario is assessed. Scenario likelihood considers the results of both the threat assessment and the vulnerability assessment – the overall likelihood that a scenario is credibly attempted and is successful.Consequence assessment describes the impacts of a successful scenario.  Those impacts might include impacts on human health, the environment, or the economy of a region or nation.Risk considers both the consequences and likelihood of a scenario.  By considering consequences and likelihood, decision makers can make a conscious choice about the relative importance of what could happen and how likely it is to happen.For illustrative purposes, consider the following notional example of a nuclear security event scenario:A regional terrorist group obtains radioactive material, constructs a radiological dispersion device (RDD), and deploys the device in a train station.  This results in several deaths due to the explosion and negative health impacts for hundreds of people.The threat assessment of this scenario would involve evaluating the likelihood that the regional terrorist group will credibly attempt this scenario.  The vulnerability assessment would involve considering the likelihood that they would be successful, should they credibly attempt it – how likely it is that they could obtain the radioactive material, how likely it is that they could construct and deliver the device.  The threat and vulnerability assessment could then be combined to understand the overall likelihood that the scenario will happen.  Consequence assessment would consider the impacts of the scenario on human health and potentially other impacts of concern.  Finally, the overall risk associated with a scenario is determined based on its likelihood and consequences.



Setting the Context

• Risk Assessments should be 
performed to support 
decisions and prioritization 
of resources

• “Set the Context” ensures 
that threat and risk 
assessments can be 
completed accurately and 
that they will be useful for 
decision makers
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Presentation Notes
In this step, the designated competent authorities identify the types of risks that will be managed, who is responsible for managing them, which decisions depend upon risk information, and who the stakeholders are for the application of the risk informed approach. In addition, resources are identified for implementing the risk informed approach, including the necessary budget, personnel and organizational structure. Communication processes among stakeholders are developed and an initial survey of nuclear security functions and activities are performed.



Identifying Roles and Responsibilities

• Who is involved in threat and risk assessment?
– Decision makers who need risk information for 

prioritization
– Competent authorities who execute threat and risk 

assessments
– Competent authorities who provide information to 

support threat and risk assessment
• Mechanisms to coordinate among participants

– Working groups focused on specific tasks with shared 
timelines and communication plans

– Coordinating teams with representatives from                              
multiple stakeholders

– Shared formal reporting of assessment results
– Secure information access and sharing mechanisms to 

protect sensitive information
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Set the Context

Presenter
Presentation Notes
When beginning a risk informed approach, it is important to identify who must participate for the approach to be successful.  In general, there are three types of organizations that should be involved.Competent authorities that will use risk information to inform their decisions.  These organizations should be included so that they appropriately consider risk information.  They will have requirements for what should be assessed, when results are needed, and how detailed the risk information must be.  They will also have interest in how reliable and accurate the risk information is.Competent authorities who will design and execute the threat and risk assessments.  This will include at least the designated competent authority for risk assessment and may include other organizations who perform segments of the analysis.Stakeholders who provide information for the risk assessments.  These may include organizations with experts in areas related to scenario components (e.g., adversaries, materials, and tactics).  For example, intelligence or law enforcement organizations may provide information related to adversaries, nuclear security experts may provide information on material vulnerability, and emergency responders may assist with assessing consequences.  The actual organizations involved in a risk assessment may vary depending on the decision that is being made, risks that are being assessed, or the information that is required.The stakeholders must be coordinated using mechanisms appropriate for the State. Their efforts may be organized using standard approaches such as committees, working groups, project teams, or other collections of stakeholders. Interim and final results of the risk assessment may be communicated to the participants throughout the risk informed approach cycle.



Assessing Threats and Risks

• Different methods are used to assess 
threats, vulnerabilities, likelihood, and 
potential consequences of nuclear 
security event scenarios

• Risk assessment combines likelihood 
and consequence assessments to 
assess the risk associated with 
different nuclear security event 
scenarios

• Risk assessment results help to 
identify where systems and measures 
are needed

• Results must be validated and verified
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Presentation Notes
In this step the designated competent authority, in cooperation with other relevant stakeholders, assesses the risks under current programs and policies. As part of this step, the competent authority will assess the threat, vulnerability and consequences related to specific nuclear security event scenarios.  The assessment methodology should be selected considering the type of decision being made, the level of detail and data available, and the level and type of resources available. Regardless of the method chosen, it is important to maintain transparency in the methodology to ensure decision makers and other stakeholders feel confident in the validity of the process and data.Subsequent modules cover assessing threats, vulnerabilities, likelihood, consequences, and risk in greater detail.



Use of Scenarios

• Scenarios are the foundation of the risk 
informed approach

• Scenarios outline what is assessed in threat, 
vulnerability, and consequence assessments.

• Scenarios inform how results from threat, 
vulnerability, and consequence assessments 
are aggregated to perform a risk assessment.

• The set of all scenarios used in an assessment 
is called a “scenario set” 
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Assess Threats and Risks

Presenter
Presentation Notes
Scenarios are the foundation of the risk informed approach. Scenarios outline and bound what is evaluated in threat, vulnerability, and consequence assessments. The set of scenarios used in a threat or risk assessment is often called a ‘scenario set’.



Threat Assessment

Considers:
• Nuclear security event 

trends
• Adversary characteristics 

(such as intent and 
capability)

to assess the likelihood that 
a nuclear security event 
scenario, or components of 
the event scenario, will be 
credibly attempted.

17

Assess Threats and Risks

Presenter
Presentation Notes
A threat is an individual, entity, object, or action that has or indicates the potential to do harm.  The harm could be directed at human life, information, operations, the environment and/or property.  When using the risk informed approach to nuclear security, a threat assessment assesses the likelihood that a nuclear security event scenario, or elements of the event scenario will be credibly attempted. There are several factors that may be considered when conducting a threat assessment, including the characteristics of the threat actor (e.g., capability and intent), trends in nuclear security (e.g., materials that have gone out of regulatory control recently, actions adversaries have taken with the potential to do harm).  The capabilities, interests, and tactics of adversaries may change over time, so attention must be given to trends in nuclear security to ensure an accurate threat assessment.  



Vulnerability Assessment

Overlays defensive measures on the scenarios to assess the likelihood that an 
adversary will be successful if they credibly attempt the nuclear security 

event scenario, or components of the event scenario.
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Response 
Measures

Detection 
Measures

Prevention 
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Adversary evades 
or defeats 
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Adversary 
circumvents initial 
response efforts 

and inflicts 
consequences

Adversary 
circumvents 
preventive 
measures
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Presenter
Presentation Notes
The IAEA Implementing Guide defines “vulnerability” as “a physical feature or operational attribute that renders an asset, system, network, or geographic area open to exploitation or susceptible to a given threat”. In simpler terms, a vulnerability is something that leaves a system susceptible to exploitation by a threat.(read box)The defensive measures that could be considered include… (3 clicks) To assess vulnerability, you could consider the likelihood that… (3 clicks) In this course, we will consider two levels of vulnerability assessment. We will consider the vulnerability associated with specific scenario elements.  For example, how vulnerable specific types of material are or how vulnerable specific targets are. We will consider the vulnerability to entire scenarios. We will aggregate the vulnerability of the scenario elements to obtain the likelihood that an adversary will be successful if they credibly attempt a scenario.



1. Identify existing security measures 

2. Estimate the effectiveness and understand the vulnerabilities of 
security measures 

3. Assess the degree to which the existing measures are vulnerable 
for the scenario components

4. Aggregate to determine scenario vulnerability

Vulnerability Assessment
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A vulnerability assessment is a process that allows for the 
determination of the nature and degree to which systems 

are exploitable by identified threats

Assess Threats and Risks

Presenter
Presentation Notes
The purpose of a vulnerability assessment is to understand the nature and degree to which systems are vulnerable to identified threats. This module will describe four steps in a vulnerability assessment:Identify existing security measures Estimate the effectiveness and understand the vulnerabilities of security measures Assess the degree to which the existing measures are vulnerable for the scenario componentsAggregate to determine scenario vulnerabilityNote that the vulnerability of scenario components is evaluated (e.g., the vulnerability associated with specific materials, specific targets, specific detection devices) and then aggregated to determine the vulnerability of the entire scenario.



Consider the breadth of measures
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Notional Example

Material

Consider measures to 
prevent an adversary from 

acquiring material
Domestic Materials:
Domestic physical protection 

and regulatory controls
International Materials:
 International physical 

protection and regulatory 
controls
Border detection measures

Device

Consider measures to prevent 
an adversary from building or 

transporting a device
 Law enforcement information 

gathering on known adversary 
behaviors and acquisitions
 Public awareness of suspicious 

indicators and reporting 
mechanisms
 Explosives or other device 

detection measures

Target

Consider measures to 
prevent an adversary from 

attacking a target
• Radiation detection 

instruments deployed around 
target

• Trained law enforcement 
patrols

Assess Threats and Risks

Presenter
Presentation Notes
The systems and measures displayed on this slide that are associated with scenario elements are examples. Other systems and measures may be relevant. The audience may be able to provide additional examples.



Scenario
Likelihood

Prevention 
Measures

Scenario Likelihood
Combines threat assessment and vulnerability 

assessment to assess the likelihood of a nuclear security 
event scenario, or components of the event scenario.
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Response
Measures

Detection
Measures

Weak defensive measures (high vulnerability) 

Strong  defensive measures (low vulnerability)

High Threat

Low Threat

Low Threat

High Threat

High

Medium

Medium

Low

Notional Aggregation to 
Likelihood

Assess Threats and Risks

Presenter
Presentation Notes
Scenario likelihood is the chance of a successful nuclear security event.  It is assessed by considering the vulnerability of the relevant preventive, detection, and response measures associated with a scenario or its elements and the nature and magnitude of the threat.  (read box)This figure presents several possible outcomes for a threat and vulnerability assessment and provides an overall assessment of likelihood based on a notional aggregation scheme.  A scenario in which the defensive measures are weak and the associated threat level is high, may be considered to have likelihood rating of high.  High vulnerability and low threat might be aggregated to arrive at medium likelihood. Similarly, the low vulnerability associated with strong defensive measures and a treat with a high rating might be aggregated to a medium likelihood.  Finally, a scenario or component of an event scenario with low vulnerability and a low threat level might be assigned a low likelihood.



Consequence Assessment

Considers the adverse outcomes of adversary success to 
assess the impacts of a nuclear security event scenario, 

or components of the event scenario.
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Consequences

Health Economic Environmental Societal

Response 
Measures

Prevention 
Measures

Detection 
Measures

Successful scenario

Assess Threats and Risks

Presenter
Presentation Notes
A consequence assessment considers the adverse outcomes of a successful nuclear security event scenario or element of the event scenario.  IAEA NSS 24-G discusses four types of consequences:Health Impacts (e.g., fatalities, injuries, cancer)Economic Impacts (e.g., property loss, business disruption, lost trade, repair, response, or recovery costs)Environmental Impacts (e.g., contamination of water or soil)Societal Impacts (e.g., changes in population behavior, fear, impact on State decisions or actions)When assessing consequences, secondary and tertiary impacts might be considered.  Secondary and tertiary impacts are consequences that occur as a result of a nuclear security event but are not direct, or primary, impacts of the attack. For example, detonation of an RDD at a port may have direct effects, such as injuries to people and damage to property, but may also lead to the closure of the port during investigation and remediation work, resulting in a reduction in trade and possibly the closure of businesses that depend on the port. Given the expanse of impacts that are possible due to a nuclear security event, it is important to carefully scope and bound the impacts that will be considered and ensure that the same impacts are considered across scenarios.



Consequences are often related
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Dispersal of radioactive material at a market

Health Impact
• Radiation exposure 

(deterministic)
• Cancer & tumors (stochastic)

Environmental Impact
• Market area contaminated
• Groundwater contaminated

Economic Impact
• Cleanup costs
• Lost business
• Medical costs

Societal Impact
• Markets avoided due to 

perceived vulnerability
• Public fear and anxiety

Notional Example

Assess Threats and Risks

Presenter
Presentation Notes
It is important to note that consequences are related and can often impact one another. To illustrate, consider a radiation dispersal event at a crowded market place.(click)Immediate health effects can be seen in people that were in the vicinity of the dispersal of radioactive material.(click)In this example, the market itself was contaminated and the radioactive material was able to seep into the groundwater. Low doses of radiation exposure from this contamination can also lead to stochastic effects, such as cancers and tumors, over time.(click)This attack could have a psychological impact on the population of the State, causing people to alter their behavior and avoid markets and possibly other large gathering places for a while.(click)Finally, all these impacts contribute to the overall economic impact from this particular event. These can include the costs to treat health effects, cleanup and recover the market, and the overall costs from lost business.This is provided as an illustrative example. In reality, the impacts would likely be greater than those presented here. Once consequences are understood, they must be estimated to support the threat and risk assessments.



Consequences from a scenario can be rated 
using a consequence equivalence matrix
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Notional Example

Health Economic Environmental Societal

Catastrophic Likely to cause 
greater than 
1,000 casualties 

Costs in excess of 
10% of GDP

Large area with 
critically important 
resources unusable due 
to contamination

Loss of belief in government and 
institutions; disregard for official 
authorities; widespread civil 
unrest

Major Likely to cause 
greater than 
100 casualties 

Costs between 1% 
and 10% of GDP

Significant
contamination in a 
large area; isolated 
areas rendered 
unusable

Dysfunctional behavior and 
disruption of important societal 
functions at the national level for 
a sustained period

Moderate Likely to cause 
greater than 10 
casualties 

Significant loss of 
economic 
productivity at local 
and national levels

Significant 
contamination in a 
localized area

Loss of many nonessential 
societal functions in a localized
geographic area

Minor Likely to cause 
less than 10 
casualties 

Minor loss of 
economic 
productivity limited 
to local area

Minor or temporary 
contamination

Loss of nonessential societal 
functions in a localized
geographical area

Insignificant Likely to 
produce no 
casualties

No significant costs No significant 
contamination

No major change in population 
behavior or effects on societal 
functions, locally or nationally

Assess Threats and Risks
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Presentation Notes
This is an example of notional ratings for consequence categories. All numbers and descriptions are notional. This approach allows the State to compare different consequences based on equivalent categories (for example, minor economic impacts are equivalent to minor health impacts).(click)The consequences have been grouped into levels (1 through 5).  Alternatively, they may be given names such as:  insignificant, minor, moderate, major, and catastrophic.  An effective consequence equivalence matrix requires that the different consequence types (e.g., health and economic) are viewed as having equivalent severity for the same consequence value.  For example, in the matrix shown, the economic consequence “Costs between 1% and 10% GDP” in the level 4 category is viewed with the same severity as “Dysfunctional behavior and disruption of important social functions at the national level for a sustained period” in societal consequences.  Categories may be defined with quantitative descriptions or with qualitative descriptions as long as everyone involved with the risk assessment (including the analysts, decision makers, and other stakeholders) understand what is meant by the descriptions.  In practice, it is usually easier to describe societal impacts qualitatively and economic and health impacts quantitatively.  Environmental impacts are often described using quantitative metrics such as area contaminated or qualitative metrics such as ‘degree of contamination’.



Risk Assessment
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Assess Threats and Risks

Presenter
Presentation Notes
Risk assessment is the overall process of systematically identifying, estimating, analyzing and evaluating risk. When using the risk informed approach, likelihood and consequence assessments are combined for a risk assessment of nuclear security event scenarios. The systematic approach allows for a more objective and transparent evaluation of the relative risks associated with each scenario as well as conscious decisions about how different parts of risk (threat, vulnerability, likelihood, and consequences) will be weighted and aggregated.



Characterizing Risks Informs Effective Development of 
Systems and Measures

• Priorities should reflect 
values of decision maker 
– Weighting of risk elements            

(e.g., consequences, 
scenario likelihood, threats, 
vulnerabilities)

• Analyze similarities 
across scenarios to:
– Understand elements  

associated with greater risk
– Validate results
– Identify common 

alternative measures
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Other Scenarios
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Presentation Notes
In this figure scenarios that involve an international adversary are noted in yellow. These scenarios are both high consequence and high likelihoodTherefore, identifying mitigations that target international adversaries, such as international cooperation to dismantle the international network or decrease the accessibility of international RN materials, may be prioritized.



Identifying Alternative Measures

• Common approaches for 
identifying and evaluating 
alternatives include:
• Gap analysis
• Cost-benefit analysis
• National capability analysis

• Alternative measures or 
capabilities should be 
identified before 
implementation phase

27
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Competent authorities should identify systems and measures for managing the risks identified by the risk assessments. It is possible that there will be multiple alternatives to address a given risk. Each alternative will have associated benefits, limitations, and costs. There are three parts to the analysis of alternatives that are discussed in greater detail in later modules: gap analysis, cost-benefit analysis, and national capability analysis. These parts of the analysis of alternatives can be summarized as follows:A gap analysis examines the existing architecture and seeks to find needed functions that do not exist within the architecture or do not adequately address the identified risks.  Gaps indicate areas where new programs or expanded programs may be beneficial.Cost-benefit analysis compares the cost of a defensive system or measure with the benefit (risk reduction) provided by that defensive system or measure.  This type of analysis is often performed as a relative analysis (i.e., relative risk reduction per monetary unit) and can also consider bounds on the overall budget.A national capabilities analysis looks across the nuclear detection architecture to holistically consider the entire set of nuclear security systems and measures.  This type of analysis may be able to identify cross-cutting capabilities that do not directly affect individual operations, but improve operations across the State.As an example: The gap analysis may conclude that detection capabilities are strong at the official points of entry/exit but limited within the State’s interior. Alternatives for addressing that problem could include:Add no detection capability in the interior but continue to strengthen border controls Provide interior law enforcement with awareness and trainingEquip law enforcement personnel in the interior with the tools needed for detectionConduct regular screening of vehicle traffic at interior chokepointsFocus more on potential targets in the interior by strengthening detection measures at strategic locations and special events



Implementing Nuclear Security Systems 
and Measures
• Implementation includes:

 Prioritization of measures
 Design and development
 Training
 Acquisition
 Deployment
 Operation
 Maintenance and sustainability

• Should be coordinated at all  
levels with the State
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A State will prioritize nuclear security systems and measures, decide upon a course of action, and then implement the measures. Implementing systems and measures includes developing, deploying, and maintaining the capability/capacity. Planning for maintenance is important in order to sustain the capability/capacity and the reduction of risk.  Non-technical measures also should be maintained; for example, awareness training should be periodically given to officers to maintain their knowledge.  Planning for all of the steps in implementation (i.e., prioritization, development, training, acquisition, deployment, operation, maintenance, and sustainability) in advance can help ensure a smooth and effective implementation of nuclear security systems and measures.



Managing Risks Over Time

• Deploying systems and measures is 
not a one-time action
– Threat and risk assessments may 

change
– Capabilities and capacities may 

deteriorate
– New systems and measures may 

become available

• Systems and measures may need to 
be upgraded and adapted as the 
risk environment changes
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Deploying and implementing nuclear security systems and measures is not a one-time action. The systems and measures should be operated and maintained, as well as upgraded or adapted as the situation changes.  In this step of the risk informed approach cycle, nuclear security systems and measures should be evaluated and re-evaluated for their effectiveness, to ensure they work as intended.  In addition, the threat and vulnerability environment should be monitored to identify changes that affect risks: new adversaries, adversary changes in objectives or capability, new nuclear security systems and measures, etc.  Furthermore, as new technologies emerge and new systems are developed, they should be evaluated against the State’s needs.



Summary

 The Risk Informed Approach:

 Supports decision processes 
with risk information

 Ensures decisions
appropriately manage risks

 The iterative process:

 Identifies and assesses risks

 Develops, prioritizes, and 
implements options

 Monitors and manages the 
results
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Presentation Notes
This slide provides a summary of the concepts related to the risk informed approach discussed in this module.  We reviewed key terms that are used when implementing a risk informed approach.  It also described the relationships among threat, vulnerability, likelihood, consequences and risk.A risk informed approach to nuclear security considers the risk of a nuclear or radiological event in conjunction with other relevant factors in decision making. Through the risk informed approach, relevant data may be integrated into the process of assessing risk and leveraged to inform decision making. The risk informed cycle should be repeated regularly to reflect new information, such as the evaluation of the architecture's performance and additional information about potential threats. To summarize, the risk informed approach is an important framework used to reduce the overall risk posed by nuclear and other radioactive materials out of regulatory control by helping decision makers select, prioritize, implement, and manage appropriate nuclear security systems and measures. For those familiar with “risk based” techniques, the major differences between a risk informed approach and a risk based approach is that the risk informed approach recognizes that risk is one of many factors to consider in the decision making and prioritization processes, as opposed to risk being the primary (or only) factor in a risk based approach. 
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