AULUAINIIABNNIADT LUNITAINURLAAINUARAN BN
H1AdYsuaz39d (Computer Security in Nuclear and

Radiation Safety Regulation)
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1. mmmwﬁﬂ%ﬂﬁsﬂﬂmuLLazmamz‘mu (Threat and Consequence Awareness)
2. pudupsreNiamesiiientedunuiuiuededuassad (Computer Security in
Nuclear and Radiation Applications)
2.1. mmﬂummmauﬁama%ﬁw%’mwumuammqqmammam (Computer Security
for Nuclear IC Systems)
2.2. avusiumsmspaniameslussuusnwanuvaendonayssuudise Svneuay
(Computer Security Considerations for PPS and Border Monitoring Systems)
2.3, mmﬁummmamﬁama%maamaﬁaﬂmswdwqﬂﬂsai (Computer Asset-Node
Security)
3. ngraneuazuleveiunnuiunmsaeiimes (Computer Security Law and Policy)
3.1. Tassadungmineuazngszidoufumiuiunmnanenfines (Legislative and
Regulatory Frameworks for Computer Security)
3.2, Yleneiuanusiuamidiadofuasnmsiauwnun1su3msdans (Computer
Security Policy and Programme Development)
3.3, M3 IATIALALUSMIANAADS (Risk Assessment and Management)
3.4, N1RNLUULATUIMINIAMUIUAINIIAeNRImes (Computer Security Design and

Management)



4. msUmsianiseueuiuameenianesnglueeing (Computer Security
Management)
4.1. feanaanyaran1ely (The Insider Threat)
4.2, Sausssuduanuiuesneniines (Computer Security Culture)
4.3. maﬁmﬁmﬂﬁsqﬂaﬂﬂiﬁﬂuﬂaﬁmﬁuﬂﬂ (Human Resource Management and
Personnel Security)
5. mwauauawiaLW;mmﬁé’mmmﬁummmauﬁama% (Computer Security Incident

Response)

1. mmmwﬁn%aaﬁaqnmuLLazwansz‘w‘U (Threat and Consequence Awareness)

o w1 v A

dandrdryronissulianislandnislaiues Aensvianudiladsssinnvesnisanaiumiale

<

= L4

et uazAnwimgnisaiiiaeindy Wensuiswuilluvesngnisaifensasiintuluowian

Ussamvasinsgyinmsseanaumnslguesuuseendu

e nelu (Internal)
- Disgruntled Employee
- Covert Agent
- Human Error
® n1guen (External)
- Extremist Groups
- Terrorist Groups
- Oreanized Crime
- Nation States
- Target of Opportunity

Disgruntled Employee

Internal Covert Agent

Human Error

Threat

Origins Extremist Groups

Terrorist Groups

External Organized Crime

Nation States

Target of Opportunity

Threat = capability + intent + opportunity




AgANANY (threat) 1in1NASUTENBUNUYBY ANTTUL (capability) Lanun (intent) uay
Ton"a (opportunity)

Less Strategic Information Warfare
* Major Economic Gain

* Cyber Terrorism
* Asymmetric Warfare

Directed Cyber Attacks — Structured Hackers
» Direct & Targeted Monetary Gain

= Extreme Activist / Groups

» Disgruntled Employee

Disrulption

General Cyber Attacks - Less Structured L,”
* Notoriety and Fame e
“Just to Do It” Worm -~

« Hacking Economy e
DOS ¢-~

LIKELIHOOD

GRP Il
= Nation States
* Terrorist

I éystem Control

,"
,/‘ System Compromise

,«" Probe

Very P

<.

Smallest CONSEQUENCES Largest

anwazllvastuanaumslauesuuseanlaidu 2 dnvee Al

1. aaesduasindu (ikelihood)
- General Cyber Attacks - Less Structured
- Directed Cyber Attacks — Structured Hackers
- Strategic Information Warfare
2. wWansenu (consequences)
- Group | — Mainstream
- Group Il = Organized Crime, Competitors, Hackers for Hire

- Group Ill - Nation States, Terrorist

InafaanAmunianuazdunnuaziansznutes fewin Worm, DDOS, Disruption ke
fuanmuniaNulosLazHansEnuLIN AewIn Poison Data, Compromise Process,

Sophisticated Injection
¥ a a [ U 6 a a [ 1
mesnuiuades Wmunevesdeanaunilsuesfeaniuuseneuntsniliunedes wu

- Monju NPP (Japan) - Compromise of control room computer and release of
information (2014)
- Korea Hydro and Nuclear Power (KHNP) — Computer compromise and release
of NPP documents (2014)
- Gundremmingen NPP (Germany) — Computer virus’s found on plan IT systems
and media (2016)
s‘z‘iaLLu'ﬂﬂmaaﬁ"a@ﬂmmzﬁma%uﬁaaq desnildugunsaildenserudumedidninn
Juidosy il wnugrensiefinntu finssuia mahnsfidudeusnniu wasdinruguusaenn

v 1 '
= o =

Uy GapANALNILTUNABNIN spear phishing kar ransomeware



fhegnadanauiiAaduliuiuini fe
1. Red October (January 2013)
2. Heartbleed (April 2014)

Whnngveaseanaufienaintuneeuiiaeges fie transportation, supply chain,
industrial control systems

Tnenszuaunsmsauaumdlsuesuueeniu 5 Tuneuy

Phase 1: Reconnaissance (Lﬁusﬁaga)

Phase 2: Target Identification (fnuattinung)

Phase 3: Computer System Compromise (Lsﬁ’lﬁﬂﬁméaﬂuiwu)
Phase 4: Attack Execution (111n151a%#)

Phase 5: Asserting Deniability (¥hangvangiw)

2. AUAUAININABUNILANBS NN T89 IUIUAUTLARESAZS9E (Computer Security in

Nuclear and Radiation Applications)

2.1. AMNAUAINIIABNNIAADTHINTUTLUUAIUANNIEAAINNTTU (Computer Security for
Nuclear IC Systems)

Industrial Control System (ICS) ﬁa%aﬁﬁﬁamzwmuamﬁq y W analog Wag digital it
TunIsHENNI19gRaInnITU 59U Supervisory Control and Data Acquisition (SCADA) way
Distributed Control System (DCS) FaunAudrvzusznauly éﬁa’qﬂﬂﬁﬂj Instrumentation and
Control (I&C) +% 4 sensors and transmitters, controllers, control elements, human machine

interface

'
Y

Tun1afiiades ICS e 1&C azidudiudrdgNaduayunisvinnuvesgunsalvesszsuud
NenfunsmvaNALlaendiy fog1avasssuuinelyd

[

29l 1CS Wudruusenauiinad
Primary Systems

- Reactivity Control Systems

- Reactor Coolant System

- Steam Generator System

- Pressurizer System

- Emergency Core Cooling Systems
- Reactor Protection System

- Engineered Safeguard Feature Actuation System
Secondary Systems

- Turbine System
- Main Generator System

- Condenser System



- Feedwater System
- Auxiliary / Emergency Feedwater System
- Fire Protection System

- Emergency Power Supply Systems
Security Systems

- Access Control

- Video Surveillance

- Intrusion Detection
- Metal Detection

- Explosive Detection

- X-Ray Systems
Emergency Response

- Meteorological Systems
- Siren Systems

- Radiation Monitoring Systems

yngoumlives ICS Manunsagnlaudlaunain mskiaesusianiu nsldsianusauiu ns
Lifiszuuauauauiuns M5Usmsianisiusunsunlin nsinssuudalud® nslinsivaeududin
msldau nsdnldszuuainuenaniui Wusiu

Tayyndnaes ICS Tudagtude szuuliiinsnsivasuniuintede (authentication) Lidl
Mauiganenazaslusunsudasiulafa luinisinsiwa (encryption) laifinnsduiinansldanu
(logging) laifinstesiunsnienin Liifins update patch waglufiszuuinInanaftuns

15n130eeiuN139N1ANRA TUAUIINAITNTIVABULAZLUIUIZANNTTIUVBY ICS A

AMNEIAYNYENanIENUAEMINUARANBUBITEUY wATednn1sn1sUesiumusEautiug laeisn sl
Aol
Aol firewall Tuszuu
Ao v W [ . . .
ruUnE@1AyaRUdy one-way communication (data diode)
fin5911 white list va9lUsunsuioyanllgla

fns3ariNTIATIEiUsiuANEeeIN 15N TLANA

AL Dbdh o=

Higher Security Zone



2.2. ANuduawmsiaadesluszuusnuwiaulasndgnazssuutilnsedsrisuny (Computer

Security Considerations for PPS and Border Monitoring Systems)

Physical Protection Systern (PPS) 1uszuuiildiiietosfufesunsioainnisulue n1s
a8 kagn15vNguUATIERanIuUTENOUNITNIaMT R UNIMUY PPS Usenauluiigaunsainig
wmadanldlunisfum (detection) ifouse (alarm) uazasndesqua (surveillance) Fsludlagiiu
gUnsalvahilgnideslssieinietnefuiedosneuiame i luiionansgnlaudls

[

duUsenaunanead PPS wiusaantdu fadl

1. Sensor suite FILMAINVAYLUULNDLTIUNITATIAIUNISANTAUALLTIOU NS UaTn
Useamtieing aufeuainienigimeniusunsise nsindeulmiainaqudansily
Javsalulasin wSINAUUNY wazn1sTun medaulm

'
=Y

2. Alarm processor Usznaulusay signal routing iiiedsdeyaadiiounlulszuiana
uay alarm processing LileATI R 1UNLATU
3. Alarm display ¥t SUNaNNIUAITUTEINALAINLEAIULLATOIABNNLADS

lagnndiuysznaudedldzun1sdaaiunmienien niazniIn1sAIUANKILLATYEY SIUNT
aunsal USB wag CO/DVD wieldlilusunsulaudanunsaidniiala

[

Wmneitenagnlaudlaly PPS TAsil

I Management |
Software

A | 1

Access
control

'S
Readers,
Logs
codes

L Cameras L Detectors

1
Live l Fire/Smoke
Records /intrusion

Doors,
Lifts,

Barriers

Disable; Disable; Disable; \ Disable | e
Watch/hear; Watch/hear; Clear logs; ‘ Force Delete | Rlsad e ‘
Speak; Delete, Force alarms; open or Read Meil'i'
Angles of view rename, Alter_ - close; w Mo |fy_J
(PT2); alter audio sensibility Force stop l
Movements ‘ video files | ¥ settings or move to | X
timings; ) g floor # j Ttl‘(;nsj'(;rn: (ltl;fgl:ll((;r
itori Timestamps More discrete B— — stolen/lost staff badge
\Monltonnggj in the : that disabling Analyse the security into a full-access token
Find a path to follow to files’names guards’patrols, paths, .
avoid triggering the habits and timings DoS: de-authorise a

specific badge on a

alarm and the recording fic d
specific door...

ludurainisdiseisneuauiiedesiunisiadeudedaniuiunSadineenlaeiang nune

MBNUNTURAYEUITABIAILTUNTNTBUNTaNT UL BINEATIATU SIDINTTUlenerun1sANAY
nslgues Bsgunsaivanildazuuseandu

® Fixed-installed:
- Radiation Portal Monitor (RPM) 1% Pedestrian RPM, Train RPM, Mobile
RPM &saun3an5393ulanie 70% anudaya IAEA Illicit Trafficking Database

® Handhelds:



~ Personal Radiation Detector (PRD) \3asiionsiadurunnidn

- Radionuclide Identification Device (RID) tn3asiiaaurannniiieldnsiatn
@ uaziiuan dose rate

- Neutron Search Detector (NSD) in3esilainfifiszavsnngslunisasiativ

WINTOU

Tnsgunsaiimanilazdesegneld Integrated Nuclear Security Network (INSN) @ansngn
Tandld wszidunisdenlesinudunisdearsiiiduvesenyu uazdiunisitnuimiuves
pannvanehenuilfAngageu uenani maivuesadegunsalindeud Wateslsilinng
yhanedeyaszminisidoudiouazdidoya

2.3. AnuiuAmIANNIARIYaINT T BaNleTEndegUnsal (Computer Asset-Node Security)

'
a o w

dedhAglunisuimsdanisgunsalaeuiinnes (asset) Nileghe Aoadilateyananunves
syuuiidled Wilan1sweulesseninegunsal wazidnlanansenuseninessuuaiuauUaendouas
AuANTuAs lngn1saniunisaesuniuaiuaudAy (sraded approach) WaENISUINIS

IANITADINIIUDIAMULFLINIVUA

- Critical Systems (CS) Aaszuuitdngnlaudaziinaieninutasnie arusiuas uaz
nsnevauswawnanidurasanIulsEnauNISlAGYs

- Non-Critical Systems (Non-CS) Aaszuuignlaudvelsiiinaegns CS

- Computer Essential Asset (CEA) Aegunsainonfinnosiiiudiulsznauddnves
Critical Systems

nsNagszyiteslshie CS waz CEA lalay

1. ssvaeuirszuulaluszuu CS

2. sseaougUnsaineniinmeiuarnisviianuvesgunsaifiidudrundsves Cs
3. wlanguaunsalmeuiawmesiiduy CEA

4. YNTIATIEINANSENUANNEEMNEYRIusEY CEA Dngnlaud



FWuTulganesnsanudasasdierinlalagnssuiun1snizenin Hardening
Hardware Hardening

- Uanshnsaniy wireless

~ Yamshnseluduniesneiily secure

- Uanslgau USB

- Uan3Wuad removable media (floppy/CD/DVD)
- 1iAN1581UTBYAIN removable media

Software Hardening

- AAYINUINTANT access control
-9 software anusEnanlilale
- fnsAnsalUsHASY antivirus
= %} = 4 .
- fimstuAinnisldau (event logging)
- ddansiranlusunsuaindumasian
- dansenlusunsunludndusanainiaies

UonaNLaraein1sUImsTnnns patch Aslsunsuazdedldsums update 2¢ARDALIAN
wiofinsuAly bug uagUFuugsdnsnmnnsinanu Saininsfunugaseuveslusunsy waalid
mMsUfuusldiu Aagiliszuugnlandls Inevaananiiglaufdunugnseusuianariifinguiulge
TUsunsu grefazidoningag “zero day”

The Zero Day Cycle
Public or Development of

Vulnerabilit Vendor Patch, Virus “Fix” “Fix"

y Awareness Signature, or other Available Installed
Discoyvered Fjx
3 : : 3 >

\ Exploit created Attack j

Y Launched

Window of Vulnerability

3. nvsneuazulsuIeiuAIUNUAMIIABNNILNABS (Computer Security Law and Policy)

3.1. laseaseanguaneuasngselisudnuauluamIenaNines (Legislative and Regulatory

Frameworks for Computer Security)

a o

LONa504 IAEA Mievasiunisvingsuileuniu Computer Security 16iqil

1. Nuclear Security Fundamentals (NSS20) nanafianiinfivessglunisinengseideu
wagvinnsUesiudeyaidfiay



2. Security of Nuclear Information (NSS 23-G) Tiaruugidrlunisaniiunisaiy
NANAITVOY N1TINWIAILEY (confidentiality) N15AsENIZUNR (integrity) wagn1sdl
ANUNTBNRLIANE (availability)

3. Nuclear Security Series No. 13 Nuclear Security Recommendations on Physical
Protection of Nuclear Material and Nuclear Facilities (INFCIRC/225/Revision 5)
nantenistestussuuildneuiinmes dmsu physical protection, nuclear safety
wae nuclear material accountancy and control dﬁﬁaﬁﬂadﬁuﬁiaﬁﬂﬂﬂmuﬁaw
Anty vie design basis threat

4. Computer Security at Nuclear Facilities (NSS 17) dieadearnunseinianany
d1AUDY computer security siaan 1UUIENBUNTIINIITUAFYS wazkuzulung
Uiy wazn1suImsgunsalinuteyauas 1&C

ngszdeuiuiedosazdesinadenlssiungszfousu computer security Tuduves
n9viin nsneni$e nstlasfulassadaiuguiiddyuestssing nistlostudoyanudu uas
n13¥nwIteyadiIuma TnemanunenuiiSuRnso Uz eleuAIUBLN80 A1 cyber attack,
cyber crime uag cyber terrorism l9igaLau

2y Feyey19d1AYN19AIULAD Budapest Convention on Cybercrime (November 2011) &3

Ionmuedslnsgantunisiilingrunenisengfinsuiiuauysal (substantive criminal law) #ian1s
n3zyin fasiolull

llegal access nMsiihdoyaiiiangmane
Illegal interception ﬂﬁﬁﬂlﬁu%’agaﬁﬁmgmma
Data interference miLmiﬂLLmﬁﬁa%a

System interference NMTUNINLYITEUU

Misuse of devices nsldgunsallulunsiiveu

AR

3.2. UlgU18AIUAMNLUANIEAATESUAZATTHAILILNLAISUSHI5AANS (Computer Security

Policy and Programme Development)
ALMLNENANVBINITINNTAHTUAIN AR LR M SR sia LUl

1. deafutoyaiidiny

2. Jasiuanulsznounsmeiinaies

3. dosiuTaniuiunduasTaniuades

a. Yestuaniuiunisduay faniandeseguonmiionisauny
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Sensitive Digital Assets:
those digital components
Nuclear Security Regime which are or which compose
of sensitive information assets

Sensitive Information

Sensitive Info. Assets

Sensitive Digital Computers, PLCs,
Assets servers, modems,
sensors, software, etc.

Computers and
Computer-based systems

F9903mu18Ma1391992 Lm0 uAY U8 NENITUTIIIANTG wazeralimiloudu
ajaaneiiionuasndy Auiudsnsnsaglivilaingagaunensanuduasaslifinansenuiu
ANUUaeasy

(%

AsdrAnlun1sanyinulaunenuANNTUAINIIABNRLABS R 9o LU

o

losunsauayuwasdsruldlaeruimsseaas
ﬂivﬂaui’gaflfdﬂuuT,EJmamummmummwumawmamu
LNEJLLWiLLazﬂﬁzmﬂimﬂﬂumwimsrmﬂu
ﬁmsmumulﬁamagjt,ama

(%

ok BN e

aiunslaglilialewasdunauuuyii

AsiinsnuasL LA AlF Ty Wy Tnnsudesadmefiguninusunmia
ARUNLMBT (Computer Security Officer; CSO) LﬂuwmmwmmmﬂmummuummmaumLmai
wazAnutunwwesanulsEneunsmsiaedsd saueannsausmsaanislasinissanfusEning
YARINIIINNAEYS MUY

lneRilauladiude (stakeholders) Miansnvasaniulsenaun1smeiiiades Aeadin1sdnih
WHUALTUAINIABNAIAES (Computer Security Plan; CSP) Litefagauaninulasnsisvestaya
d1Aty Bedruusenau ves CSP agetloeiian AesUsenaulume

- Organization and responsibilities

- Asset management

- Risk, vulnerability, and compliance assessment

- System security design and configuration management:
- Operational security procedures

- Personnel management
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3.3. NTAATITAUAZUIWITAULES (Risk Assessment and Management)

AULEe (risk) Aomnulululsndennauazlaufigadou Juduilatuves Arutiasdy
(likelihood) wagHansgnu (consequences) Ingn15ina1AUAINNLEEIIE AT AU B ULTIBU
ANEATY TaeLATesllonilanan1sinvin risk matrix

Risk Rating = Likelihood x Severity

Catastrophic 5 5 1 0 1 5

S

e Significant 4 4 8 12

\'

f Moderate 3 6 9 12 15

: Low 2 4 6 8 1 0

y Negligible 1 4 5
1 2 3 4 5

Catastrophic - STOP

Unacceptable D URGENTACTION Improbable | Remote | Occasional | Probable ‘ Frequent
Undesirable D ACTION [
Acceptable [IL] MONITOR S

Likelihood

Desirable - NO ACTION

Tusumudupansiauedes anudssiiidugeaulaveusife anudesiiinaindaanany
NIAUNLIIY LU N151INTTU NMFIAEae Nsaseaudenie Ty auidavesdennaiui
wanesfiufasiigaysmuneuazaNaLnsa LN

Threat Source Intentions Capabilities

) . Strong resources
Intelligence collection

Nation State Sabotage
Technology theft

Expertise
Custom tools
Insiders

Strong resources

Theft )
Hired hackers
Organized Crime Extortion
o . Personal threats
IWicit trafficking

Insiders

o - Varied resources
Fear, Political instability S
X o ) Possible insiders
Terrorist Social disruption . o
) Radical determination
Overt damage to infrastructures ) )

Violence of actions

Influence public opinion

Extremists : ;
Influence political policy Varied skills

Inside knowledge

. Revenge Existing access

Disgruntled Employee ) ) ) B
Theft/Disruption/Damage Professional training

Internal authority

Varied skills

Recreational Hackers Fun, status, challenge Limited resources
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9n 89U (vulnerability) Aadiusne Nluduasdduszuvansaume nszuIun1INEIAIIY
Uaoady n1smuaungly wagmsaniiums tawnsagnlaudlalnegussadsne

Vulnerabilities

Assets

leading to
Attackers that Risks
exploit L
that creates
give rise to
Threats 1
)
wish to abuse and/or may damage
AItUAIMITINITINYININITIATIERRNALEES (risk analysis) Taefivunausanaluil

1.

bk N

7.

WethuAwusiufag lenan1TIesERANLLEe

System/Asset Characterization WBMNUAYDUAYRUTINNNY TBT10A 1387 way

U Aa 1
nInensiley

Threat Source Identification a5z UfBANAULAYHIANA FIUNIAIUTULT

Threat Event Analysis Lile3Las1z1gngauLarAudisgyiuautuasidndy
Vulnerability Identification teUszLilugngaumemilekazaINALuan
Security Control Analysis Liia3tA51eWinaunsasuliennunisiauanseylansely Tu

AUNITURIAU N1IATIATU LAaZAITUTIININITIANATUS

Likelihood Estimation L@ uiaauuiaziduninislaufazdiisa wazauuiay
Wusinrslaufasvinlmananudene

Impact Analysis [W9IATIZRANULENIENALAATL BINATTLANR

UUE

]

<
39

Threat Event

Deliver targeted Trojan for control of internal systems Adversary manages to install software containing Trojan horses
that are specifically and exfiltration of data.

2 3 | 4] s 6 7 8 9 10 11
Threat Source Capabilities - - 0
o .‘é. o 3 b -] [}
—3 o — - P
2 o ¢ 85| = 88 | E3 | 5% 5
Threat Source = < = o= o S a 5 £ T 8 A
? 2 e g £ x >3 3 E %
2 E 5 | £ ] £g | %= | =7 &
o [ S = ==
Reference Table D3 D4 D5 G2 F2 G4 G5 H3 13
Extremist Group L L L VL M VL VL M VL
Terrorist Group L VH H L M VL VL M VL
Nation State H M VH M M M L M M
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naanNlINaIATIERANULESLEY ntuazidutunsulunistdnanleuielunisvaely

AsAnaula
fanalull

(risk decision support) Tun15U5115A1ULE8 (risk management) lasdldunou

Requirernents definition/review 1o A% UATEFUTRIAITUTUAIT NUI8 97U
Fufusesiiitedosiufuanay

Security control identification Lﬁaﬁ’mumLLmﬂnNmUﬂmmmﬁum

Review of controls L‘WIEWIUVI’JU@]’J"]LL‘H’J‘VINﬂ’lUF’]@J‘SHLﬁENW@M%EJIMI

Mitigation strategy selection LﬁaLﬁaﬂLLNumwiSLmLWﬁim%LﬁWﬁu

1A8LUINIINITIANITAUAINULESINT @ 1u1savintalaenis Wasuwlasainuwdsy (risk

modification) N15AIUANAINULAL (risk retention) N1FANLALIAINNLEBA (risk avoidance) ha

N32ANYAIULELY (risk sharing)

3.4. N1590NUUULAZUIRITAINAUAINIIABUNILADS (Computer Security Design and

Management)

AauAIsazaNluiewensiiwanuduatme “doanatussaulnuissuuinwiaiy

fuasnfiaganunsadesiuld” MilidesdinsfinwiInsnesi Design Basis Threat (DBT) iofag@nyn

feaneufionaintunazlasazdugnssii Tnefilomdssialul

1
2.
3.
il

Potential Adversaries Iﬁiﬁaﬁgﬁmﬂﬁma

Unacceptable Consequences NaNSTNUATIEETeNa Rty
Adversary Capabilities A@TOLALLANUIVBIELIUA
Protection Requirement snasnisasfiufisndu

UYBNWALDAIN DBT NN598NLUVNINTNNITAINNLTUAIADIANDENIANT SIUNIADIAITID9AINY

WnzaukazngufnsUasiunaledy (defense in depth)

Site functions/plans/sensitive asset inventory

Site usability and worker ingress and egress

Planning constraints and permissions

Guard and security force requirements

Safety policy and practice (and conflicting requirements)
Emergency preparedness requirements

Transport interfaces

Working practices

Personnel security

Protecting key control rooms including the security control room

Supply chain security considerations

Yao 1 Id . 1 o
nseenLuvansaliisnshuaduleu (zone model protection) lnsusazlaudeslsznau
lumeszuuniianudiaglndifesiu desnisiadesdieUesiuiiaategiu waznteluleuaiuise
AnraiulafieAuTesiu (trusted zone)



Level 4
Maintenance partner
Dial in remote access
(e.g. via GSM, PBX or ISDN)

Qutsourced Host system (e.g. SAP

Wide area
network (WAN

Level 4

Administrativ network

Branch office
Local area network (LAN)

Internet
==
e
Employees or business partners
Company Access via Internet

Level 4

Level 2

Safety relevant equipment

Level 1

© Security Zones

[

Taglntinsuueszauanuvasnsoiudiiuiu wazlriunnsnisauaisuaIuad

o

o w

Level 5: szuuiihiflanud1anlnesnsidodnisusmsinnsasaniunis

o

'
aa Y a

Level 4: szuuitiiteyamamafindmiunisgeningaasnisaniunis
Level 3: iz‘uuﬁ@LLamiﬁNmImammaamnawaqszwﬁlﬁﬁﬁLﬁuﬁﬁw%’umiﬁnﬁumi
Level 2: ssuunldaunuguanisaniunmsidesnismytesiuseiug

Level 1: szuunldmunuauan1saiunsidesn1snislesiusyiugeign
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Criticality of the systems

| Highest Protection /lower residual risk

‘ _

8 _

@

3

&

= Level 3 Measures

0

@

|~

[}

(0]

Level 4 Measures
Level 5 Measures Lowest Protection/higher residual risk

.
Level of Security / Strength of Measures
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4. M5USNITINNITATUAMUNUAINIIABNRINBSN18TURIANS (Computer Security
Management)

4.1. fgAnA1MINYARANETY (The Insider Threat)

Cyber insider A ldndansn1siinfsdoyanainseviinisililasuougn lneguuuuves
. . A & VA 1% PN 1 d' 1 3 1 14 1 I
insider ululafe gnineilinelanazaunigluiedlussdnsianisiesdis lnegamuieas
waneineiu Wy vluedeya ldlusunsy malware visenslaviateszuulaense uenainiyldaunse
& A = %Y D% oy Y A v =y
Jutewidedlaudnnnewentilnelisimlaenislideyanseliaududnunly network wsagnuaen
Taslusunsy virus laeAsn1591t38n17 phishing

nslvavesteyadnAey (information leak) aunsaindulalaglisla (unintentional) lng
#3la (intentional) uaglaeiiynUseasnste (malicious)

Documents
containing sensitive
information
Unintentional Intentional Malicious
Information Leak Information Leak Information Leak
0—| Email document | '—I Document rename Print screen
1—| Zip and send | '—I Document type change

‘—I Copy and Paste
Unauthorized
Publication (paper/web)

-—I Improper Destruction

Password protect

Character encoding |
Hide the data |

O—I Partial data copy |

'—I Delete keywords

A picture of the data

B A S N

nstesiulam insider vilalasnis

- Screening prior to allow access - fosliminaUsyiRvesazlasuansundu
= | a av e I3
98197 lulingRnssunliisUsead
- Observing behaviors after access granted - ABEATIINTIANGANTTH AN WaULN
HauUn@vaelil nasanlaansnisldanunan
- Limit opportunities for damage - $1ialenman1sviAALazNSIRUBYA

4.2. AUSTTUAUAULUAIWMIIABNNIABS (Computer Security Culture)

desnuysdifuilifevdnsonnutiunmsreuiane fafussdnsagdesiitamsssudiu
AmEiuAg (security culture) LﬁaaﬁfuayuiﬁmﬂmiﬂWi%“ﬂmmmﬂaamﬁﬂé?qLLdizﬁuuuﬁﬁzﬁUéN Bs
133 security culture agvitlifiusziumuiuas anudasads nsudmsdnnis Uszansaimns
91U Aunelaresniniu Lazanaltane

Fundamental Principle 1ag IAEA AUl security culture Wudesfidedddunisle

[

ANEIAY wazlionalsinannanalsatu (NSS No 20, 13, 14, 15, 7) lasdnuuzdifguee cyber

]
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security culture Ysgnavu lU e beliefs, attitudes, knowledge, behaviors, competences,

management system

Organizational Values

4(:16&

// Security Nuclear

[ Culture : Safety \
Culture ]

— Computer Security Culture exists as an element in the overall [—
organizational culture and reflects its values, commitments, and
actions.

nsa¥ennumszminiEes cyber security ansnsavildlaenisdneusy Yatheussnia ns
Uszydinwmde davhanvnetn uazmsudadeusineg ilelivnaunstuiindu Tnemsdneusy
anmnsouvadudonitludmiugldynau Womiamsmanaiiedmiu administrator, developer,
uay engineer uazitlomszdugaiiodinnssianundes Jastusfe uaznevauswafoanay

4.3, m’su‘%‘i/i'l'iﬁmﬂ'ﬁqﬂmﬂiﬁﬁuﬂ'J'u.lﬂum (Human Resource Management and Personnel
Security)

[

NSUTMIIANITYAIINTAUANLTUAY Hlduusznaudall

Vetting — NaUSULIMN9IUAR9EinITn519Use IR0E 19821880

2. Conditions of employment - AasdsAaulintun1sousulinszmindsnnuaAy ey
Anusiunssreniiomes uaziinnsnsIvdeuNanITineuDEAND

3. Agreement of roles and responsibilities — ABddin15AINUATALI LRI ILRU LAY
wihifimnaugeiufinyeu

4. Division or segregation of duties — éfaqai‘ﬂ1361maaauﬁméﬁnﬂﬂulﬁ%’hmqf’fu
duvdsilutiagiuvidel ilesnmsiredumisdengunelu

5. Termination procedure — \lafinislifeanainaiu axdesdadninislinuvesyana
Shilaeviud

wennil ildrfgitesiugdudiunluszuy axassednseds dnmsuseduaudes uay
UImsdanismaintedeyalignees

5. N15ABUAUDIABLUANITAUATUAIINAUAINIIABUNILABS (Computer Security Incident
Response)

n1snavaueiamnnI1sal (incident response) AaANa1N15AlUNTATIITULAEUAT QY1 ¥
919lnafuyAAa NSEUIUNT Walulad wazaniudsenaunis Baliyayanunglunisanaununis
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MEUAUBNLNEANLIAMEA (downtime) ns1vaeuinineslstu Josdunislaudlusuian wazdy
HNIEYIin

Afiduladudslunismevaussiowmnnisnl wuseeniu 3 nqu

State
Competent Authority

Technical Support Organization

el e

Nuclear Facility (Licensee)

Containment,
» Eradication, p.
and Recovery

Post-Incident
Activity

Detection
and Analysis

Preparation

199ININBUAUDIIBIMANTA! (incident response life cycle) Usenauldsg

1. Preparation
a. ﬁmﬁqﬁumauauamamammﬁ (security incident response team) Usgnau
1ude funiia 3mns filermasi securty §ldau dheyssanduius uas
B digiinnuslusnusineg
b. fmuAnIzUIUNIINITIBUEUSIRBLMRNITA tnsulseanauauiazily
LATHANTENUTIDIUAATY LAY THUNLNIAOUALBIHOMAN S0l
2. Detection and Analysis
a. AT9dumgNsalinUnd enainarnnislandnsleiues Usznoulusenis
WA log file, M5lasuudaiiauain antivirus, nsinseiu IP 41auen, dn1s
\Wasuulas config, $nsT4 CPU wnniiuly
b. fimshmsieseilinsuiseuaveannnisal weldsstuainudene
fanntu wasiitesgmirghnislaufunainitlu
3. Containment, Eradication, and Recovery
a. nstiestueudene Tnemsavaulallflaufdluluduiiangy taed
criteria waztumeuidaay uwiFessy TldliinnuAsmedlunuauegdlsl
Qn3s
b. vhnmstdaduiignland windlaveunvesnsTaufvianan
c. ndusiunsuussuuynegdlindumogluaniwund
4. Post-Incident Activity
a. ihieyaiilsnnmsgnlaviuinnsinasyiuusedosiuldlignlandlunuy
Wwentuladnlueunan

b. wisludeyaildlimnaunsiukaslvigoulas
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unasd

= e=

nsduiunsndnifieduaiuausiuamsnoufiawoslunuiuiiedesuadd Sdwiolud
(1) ¥nshnsgsisnuanusiuamisaouiiunesngluntieay uaginsdniunisuiuugenis
Hostutoyafiddylidulunmumnasgiuaina wiomiddnousuyaansniglumisu Tinseuiings
mmmﬂmLLamEJmmLLalmiwLﬂmﬂWiaﬂhmmqlmuas (2) dnvingseileuusenaunisueeunyn
sl uusRGy Tunsuimsinsdumnsunameesfameidmivanuyssnaunsms
fnded ilefiduaduliiusznounmmuisfedunsefioafatu waedniunsadisannanis
Jostulifsmanuenudndy (3) faumdngruasilomnisaeumsiueruiuamseeufianes
dodudnsgnouniswedasinmaimuarutuasmnsdauedes lneligdnsuldanusiugniludes
Y93 UULLN91N IAEA LavINASFIEINALUNTIANSAuALiuAmneNTiamed Lagnsniinda
AnuddnuesmNTuaysreNTamesluszusum U sTaIAG oS

LBNE15D19D9

LONAISUTENBUNITHADUIH International Regional Workshop on the Development of
National Training Programmes in Computer Security o4 tilas laln Useine QUu Avusiun 27
fguieu 2559 8 1 NsngIAu 2559



